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o 1.IlosicHUTEJLHAS 3aAIHCKA

1.1 eab u 3272494 AUCHUUIIMHBI

[lenbto Kypca SIBISETCS HAYYUTh CTYAECHTOB aJE€KBAaTHO I10JIb30BATbCS HWHOCTPAHHBIM
A3BIKOM KaK CpEACTBOM KOMMYHHUKAllMM B Mpo(ecCHOHANBHON cpele, a Takke [aTh UM
HEOOXOJUMBbIE HAaBBIKM JJS TOr0, 4TOObI 0€3 3aTpyJHEHUH, MPaBHIBHO U OCMBICIEHHO
OCYLIECTBJISATh TUCHbMEHHBIN NEPEBOJ TEKCTA, CBA3AHHOIO C €r0 CIELUUAIbHOCTBIO, C IEPBOTO
MHOCTPAHHOTIO fA3bIKA HA PYCCKUH SI3BIK.

3ajaun JUCUUILIINHBL:

CryneHT B pe3ysbTaTe OCBOEHUS Kypca JOJKEH:

-  TOJYYUTh TPAKTUYECKHME HABBIKK OOIIEHHWS HAa HWHOCTPAHHOM SI3bIKE TIO
poQeCCHOHAIEHBIM BOITPOCAM;

- HAy4YUThCS HM3J1araTh CBOM MBICIH B YCTHOM M MUCHbMEHHOU GopMe M MOAJEPKUBATH
JKUBOM TMAIOT Ha MHOCTPAHHOM $I3bIKe B cdepe npodeccrnoHalbHON KOMMYHUKALINU;

- U3YyYUTh U COIIOCTaBUTHh OCHOBHBIE CTUJIEBbIE OCOOEHHOCTH TEKCTOB HAYYHOI'O
(YHKIIMOHAJIBHOTO CTUJISI HA IEPBOM MHOCTPAHHOM SI3bIKE U HA PYCCKOM SI3BIKE;

- Hay4YUTbCS MPOBOJUTH NPEANEPEBOAUYECKHUI aHaIN3 TEKCTa, Ha KOTOPOM OyayT
Oa3upoBaTbcs HU30HMpaeMble MEPEBOTUECKHE PEUICHHS C YYETOM HHIUBUAYaTbHO-aBTOPCKOTO
CTHJIS OpUTHHAJIa U TPeOOBAaHUMN PYCCKOM CTUIIMCTHUKH;

- OBJaJeTh NPAKTUUYECKUMU MpHEMaMM T[epeBoja, B T.4. IEPEBOJAYECKUMU
TpaHcQOopMaIHsIMH, U HAYYUTHCS MPUMEHSATh UX C YYETOM KOHTEKCTa;

- HAYYUTHCS MOJIH30BATHCSI KOMITBIOTEPHBIMU IIPOrpaMMamMu, pa3paboTaHHBIMU B IIOMOIIIb
NEePEBOJUUKY (2JIEKTPOHHBIE CJI0BAPH, CHCTEMBI aBTOMATU3MPOBAHHOT'O N1€PEBO/1A), U IPUHUMATH
pelIeHre 0 TOM, KOT/Ia X UCII0JIb30BaHHE 0OOCHOBAHO;

- HAYYUTHCS TPOBOJIUTH MOCTIEPEBOIYECKOE PETAKTUPOBAHUE TEKCTA;

- HAy4duThCsS OOOCHOBBIBaTh H30paHHBIE NEPEBOAUECKHE PEIICHUS U PaCKPHIBATh

MCXAaHU3M HUX BO3ZHUKHOBCHHA.

o 1.2. ®opMupyemMble KOMNETEHIINH, COOTHECEHHDBIE C IJIAHUPYEMBIMHU

pe3yJabTaTaMu oﬁyqennﬂ o AMCHMIJIMHE

Konw! Coaep:xanue KOMIETEHUH I IlepeyeHb nIaHUPyeMbIX

KOMIIETeHIIUH pe3yJIbTaTOB 00yUeHHs 10
AUCHUIINHE

YK-4. VK-4.1. 3naet nureparypuayto ¢dopmy | 3nHams:

Crniocoben rOCyIapCTBEHHOIO S3bIKA, OCHOBBI




MPUMCHSITh
COBPEMEHHBIC
KOMMYHHKaTH
BHBIC
TEXHOJIOTHH, B
TOM YHUCJIC Ha
WHOCTPaHHOM(

BIX) sI3bIKE(aX),

YCTHOW U MUCbMEHHOMN
KOMMYHHMKAIUN HA HHOCTPAHHOM
A3bIKE, (YHKLNOHAIbHbIE CTHIIN
POJHOrO S3bIKa, TPEOOBAaHUS K
JIeJI0BOM KOMMYHMKALUH.

VYK-4.2. YMeer BblpaxaTbh CBOU
MBICIIM Ha F'OCYAapCTBEHHOM, POJHOM

1 MHOCTPAHHOM S3bIKC B CUTYalluU

U1 JI€JI0BOM KOMMYHHMKALIUH.
akagemuuecko | YK-4.3. Mimeer npakTUUECKU OMIBIT
rou COCTaBJICHUS TEKCTOB pa3HOU
npodeccnoHan | pyHKIHMOHAIBHOM MPUHAAIE)KHOCTU
BHOTO U pa3HBIX )KaHPOB Ha
B3aMMOJIEMCTB | TOCY/IapCTBEHHOM U POJIHOM SI3bIKaX,
ust OTIBIT N1EPEBO/Ia TEKCTOB C
HMHOCTPAHHOTO 53bIKa HA POJIHOM,
OIIBIT TOBOPEHUS Ha
rocy/1apCTBEHHOM U MHOCTPAaHHOM
SI3bIKaX.
VK-5. VYK-5.1. 3HaeT OCHOBHBIE KaTErOPUHU
Cnocoben ¢dbunocoduu, 3aKOHBI HCTOPUIECKOTO
AQHAIN3UPOBAT | PA3BUTHUSA, OCHOBBI MEXKYJIBTYPHOU

b ¥ YUYUTHIBATh
pa3zHooOpasue
KYJBTYp B
nporiecce
MEXKYJIBTYPH
oro
B3aMMOJICHCTB

us

KOMMYHHKAIUH.

VYK-5.2. Ymeer BecTn
KOMMYHHKAITUIO C TIPEJICTABUTEIIIMU
WHBIX HAIIMOHAIBHOCTEN U
KoH(eccuit ¢ cobmoIeHueEM
ATUYECKHUX U MEXKKYIbTYPHBIX HOPM.
VYK-5.3. ImeeT npakTH4ECKUI OTIBIT
aHaym3a Guiocopckux u
UCTOPUUYECKUX (PAKTOB, OIBIT
3CTETUYECKON OLEHKU SIBJICHUI

KYJbTYPBIL.

® OCHOBHBIC npaBujia

MOCTPOEHUS poeCCHOHATBLHOTO

JUCKypca Ha MHOCTPAHHOM SI3BIKE;

° OCHOBHBIE OTIIUYHUS
npo(hecCHOHATBHON ~ KOMMYHHUKAIIUU
Ha AHTJIMHACKOM SI3BIKE oT
po(heCCUOHATILHOW ~ KOMMYHHKAITUU
Ha PYCCKOM SI3BIKE;

° OCHOBHBIE TNPUEMBl U CTAJAUH
NePEBOUYECKON PabOTHI.

2. Ymembo:

° MOPOKIaTh TEKCT 1o
BOIpOCaM,  BXOJSAIIMM B €ro
npo(hecCHOHANBHYI0 ~ KOMIIETEHIIHUIO,
COOTBETCTBYIOIINI peYeBbIM,

SA3BIKOBBIM, XAaHPOBbBIM H CTHJICBBIM

HOpMaM AHTJIMHMCKOTO SA3bIKA,

° OCYLIECTBIIATh
IIpeBapUTEIIbHBIN aHanus,
MIACbMEHHBIN IIEpEBOJ 51

pPENaKTUPOBAHHUE TEKCTA C yYETOM €TI0
(YHKINOHATBHO-CTUIMCTUYECKOM
PUHAJIEKHOCTH, CTHUJIEBOTO

cBOeOOpa3usi U TpeOOBaHUN PYCCKOTO

SI3BIKA;

L 000CHOBBIBATh CBOE
IIEPEBOJUYECKOE PELICHHUE;

° YMEIIO II0JIb30BaThCS
KOMITbIOTEPHBIMHU IIporpaMmmamH,
HaIlpaBJICHHBIMU Ha IIOMOILb

NEPEBOJUUKY (DJIEKTPOHHBIE CIIOBApH,
CHCTEMBI aBTOMaTU3UPOBAHHOTO

MepeBo/Ia).




[1K-2 (HN).
Crniocoben
MPEJICTaBIISTh
pe3yJIbTaThI
UCCIICTIOBAHHUS
B hopmax
OTYETOB,
pedepaTos,
myoJIuKanui u
1y OJIMYHBIX

o0cy ) aeHuI

[IK-2.1. 3naer cTangapThl U
JOKAJIbHBIC HOPMATHBEI
MIpe/ICTaBJICHUS PE3yIbTaTOB
HCCIIeIOBaHMs B OTYETax, pedeparax,
MyOMUKAIUSAX U TPE3CHTAIHSIX.
[1K-2.2. Ymeer ohopMIsTh
COO0O0IIIeHUs O pe3yJibTaTax
HCCIIEIOBaHH B BHJIE OTYETOB,
pedeparoB, HAYIHBIX cTaTeH U
MIPE3CHTALNMN.

[1K-2.2. UmeeT npakKTUYECKHUI OMBIT
MIpe/ICTaBJICHHS PE3yIbTaTOB
HAy4YHBIX UCCIIEIOBAHUI B BUJIE
OTUYETOB, peepaToB, HAYYHBIX CTATECH

U IIPE3CHTALNMN.

3. Braoems:

° CIOCOOHOCTBIO  OTOMpATh U
UCIIOJIb30BaTh B Hay4YHOU
JEeSTeIbHOCTH HE00X0IUMYIO
nHpopMaIuo o npoOiemam,

CBS3aHHBIM C MPEIMETOM Kypca, C
HCIIOJIb30BAaHUEM KaK TPATUIIMOHHBIX,
TaK U COBPEMEHHBIX 00pa30BaTeIbHbIX
TEXHOJIOTUH;

° CITOCOOHOCTBIO
CaMOCTOSITEILHO M3y4aTh u
OPUEHTHPOBATHCS B MAaCCUBE HAy4HO-
NONYJIAPHOMN u Hay4HO-
WCCIIEIOBATENIbCKON  JIUTEPATYPBl U

HY6JII/IIII/ICTI/IKI/I C Y4YCTOM ITOJIYUCHHBIX

3HAHUM;
° BCEMH HEOOXOIMMBIMU
IpueMamu TEKCTOJIOTHYECKOIO

aHaJIM3a U nepeBoaa.

1.2 Mecto nucuumanHsl B cTpykrype OII BO

Jucnunimza «AHMIMHCKUN MpogecCHOHaNbHBIN A3bIK U TEXHUYECKUH NEPEBO» BXOIUT

B OJIOK 00513aTEIbHBIX JUCITUIIIINH BapHaTHBHOﬁ YaCTU NUKJIa JUCHUIIINH ITOATOTOBKH CTYACHTOB

110 HalpaBJICHUIO <<I/IHTCJ'IJ'ICKTyaJIBHBIC CHUCTCMEI B TYMaHHTapHOﬁ C(bepe».

[IpenomaBannio MUCIHUIUIMHBI TMPEANIECTBYET HM3YYEHUE CIEAYIOIIUX KypPCOB: KypC

MHOCTPAHHOTO fA3bIKA B IIpOrpaMMe OakanaBpuara.

OcBocHHe JUCLUUILIMHBI SIBIISIETCS OCHOBOM IS JIHOOBIX JUCIUIIINH OH, B TOH MEpE, B

KOTOpOfI HCO6XOJII/IMa$I JJI1 X OCBOCHUA I/IH(I)OpMaI_[I/I}I MOJKET OBITh MOJIyUYCHA U3 MHOA3BIYHBIX

HNCTOYHUKOB.

2 CIpYKTYpa IMCHUILIMHBI (TEMAaTHYEeCKHIi TJIaH)
OO01mast TpyA0eMKOCTh OCBOSHHS TUCIUIUIMHEI cocTaBisieT 9 3.e. M3 Hux 90 4. mpakTudeckue

3aHsTH, 216 4. camocTosTenbHas paboTa CTyIeHTA.
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THYEC
KHue
3aHAT
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Jlabo
parop
HBIC
3aHAT
nus

IIpom
eXYT

OYHas
aTTec
Talus

Cam
0CTO
ATl

Has
pab
ora

Dopmbl
TEKYIIEeTO
KOHTPOJIS

YCIIeBAaEMOCTH,
dbopma
IIPOMEKYTOUHOU
aTTeCTaIuu (1o
cemecmpam)

Tema 1.
Oco0enHocTH
TeKCcTa
aKaJeMH4YeCcKOoro
cTHJIA

8

16

YCTHBIN OIIPOC

Pabora c
TeKCTaMH
HAY4YHOH
TEeMATHKH 110
CHEeNMAJTbHOCTH.
Tema 2. Buanl
HAYYHBIX cTAaTei.

Crpykrypa
HAYYHOM CTATHHU

20

60

KOHTPOJIbHAasA

3a4eT C OLIEHKOH

N

Tema 3.
Komnerorepnas
JIMHTBUCTHKA
(mponoimkeHue)

12

32

KOHTPOJIbHAsA

Tema 4.
PexomeHnnatennLHEI
€ CHCTEMBI.
Komnerorepubie
UTPbI

16

40

KOHTPOJIbHAsA

3a4eT C OLICHKOH

Tema S.
NHTennexTyanbHbl
€ CUCTEMBI ISl
pa3IMYHbIX
OTpaciie 3HaHUI
(poboToTexHMKa,
MeIUINHA,
COLIMOJIOTHS,
KOMIIBIOTEpHAsI

rpaduka)

14

30

KOHTPOJIbHAsA

Tema 6.
KomnerorepHnas
0€3011aCHOCTD

16

20

KOHTPOJIbHAs




4 KOHMPOJIbHbIL
IK3AMEH 18 P
nepesoo

UTOrO; 90 18 216

e 3. Coaep:kanue IHCHHANLIAHLI

Tema 1. O0mue NPUHUMINBI aKaJeMU4eCKOro nmucbMa. OCHOBHbBIE XapaKTEPUCTHKU
aKaJIeMMYECKOTO CTHJISI B AHIJIMHCKOM s3bIKE (OTCYTCTBHE COKpAIEHUH, SMOIMOHAIBHO-
OKpAaIICHHBIX CJIOB, TOYHOCTh JAHHBIX, O0BEKTUBHOCTH). OCHOBHBIC JICKCHKO-TPAMMaTHYCCKHE
OCOOCHHOCTH TEKCTOB aKaJEMHYECKOTrO CTWIA (HEONPEACICHHO-TUYHbIC MPEJI0KEHHUS,
MAaCCUBHBIC KOHCTPYKIHH). Kituiiie, CBOMCTBEHHBIE MMCHbMEHHBIM TEKCTAM aKaJeMUYECKOTO CTUJIIS
B aHTTUHCKOM si3bike. OCHOBHBIC MpaBHJIa IUTHPOBAHUS U OGOPMIICHHS] BHYTPUTEKCTOBBIX U

MOCIIETEKCTOBBIX CCHUIOK Ha IUTHpYyeMble ncTouHUKH (["apBapackuii ctuib, ctuns APA u nip.)

Tema 2. Buabl Hay4HbIX cTaTeil. CTpyKTypa Hay4HO#H cTaTbH. AHHOTALKS, BBEJICHUE
(cTpyKTypHBIE 4YacTH); 0030p JUTEpaTypbl; METOAMKA, XOJ W pe3yJbTaThl aBTOPCKOIO

HCCIICOOBaHUsA,; BBIBOJBI. Brigenenune TeMbl 1 CTPYKTYPbI naparpaq)a.

Tema 3. KomnblorepHasi JMHrBucTuka. O0CyX/IeHHE U NEPEBOJI HAYYHOU CTaThU IO

HaIlTpaBJICHUIO ITOATOTOBKH, oobemMoM 7-15 CTaHMHII.

Tema 4. PexomennartenbHble cucrembl. KomnbloTepubie urpbl. OOcyxaeHHe u

MepeBO/I HAYYHOM CTAaThH 10 HAIMIPaBJICHUIO MOATOTOBKU, 00beMOM 7-15 cTaHwuil.
Tema 5. HHTe/NIeKTyaJIbHbIE CHCTEMBI IS Pa3jJMYHBIX OTpaciaed 3HAHMM
(poboToTexHNKa, MeJUIIMHA, COLUOJIOTHS, KOMNbIOTepHasa rpaguka). OOcyxaeHue u

MepPEBO/I HAYYHOM CTAThH 110 HAIMIPaBJICHUIO MOATOTOBKHA, 00beMOM 7-15 cTaHwuIl.

Tema 6. KomnblotepHasi 6e3onacHoctb. OOCyX1eHHE U MEPEBOJ HAYYHOU CTaThbU IO

HalpaBJIEHUIO IOATOTOBKH, 00beMOM 7-15 cTaHuil.

e 4. O0pa3oBarejbLHLIE TEXHOJOTHU

B mepuon BpeMEHHOTO MPHOCTAHOBIEHUS MOCEIIEHUS OOYYAIOIIUMUCS MOMEIMICHUN U
tepputopun PITY. ana opranuzamuu ydeOHOro mporecca C MPUMEHEHHEM DJIEKTPOHHOTO
06y‘-ICHI/I$I U AUCTAaHIMOHHBIX 06pa30BaTeJILHBIX TEXHOJIOTUH MOTYT 6I:ITI> HCITOJIb30BaHbI
cienyromue o0pa3oBaTesibHbIE TEXHOJIOTHH:

— BUICO-JICKIIUU,



— OHJIAMH-TIEKLIUU B PEKUME PEalbHOTO BPEMEHH;
— DJICKTPOHHBIC YUCOHUKHU, yIeOHBIC TOCOOMS, HAyYHBIC U3IAHMS B SJICKTPOHHOM BHJIC H
JOCTYH K MHBIM 3JIEKTPOHHBIM 00pa30BaTeIbHBIM PECypcaM;

— CUCTCEMBbI IJI 3JICKTPOHHOT'O TCCTUPOBAHUSA
— KOHCYJbTall1 C UCII0JIb30BAHUEM TCIICKOMMYHUKAIITMOHHBIX CPEACTB.

Ne Oobpa3oBaresibHbIE U
Buabi yueonoii

n/ HaumeHoBaHue TeMbI uHpoOpMALIUOHHBIE

padoThI

n TeXHOJIOTHH

2 3 5

1. | Tema 1. OcobenHocTH TeKCTa MIPaKTUYECKOE Ob6cyxnenne npooIeMsbl
aKaJgeMHM4ecKoro CTHJIs 3aHATHE

2. | Tema 2. Buabpl HAyYHBIX MIPaKTUYECKOE Ob6cyxnenne npooIeMsbl
crareil. CTpyKkTypa Hay4YHO 3aHATHE
CTaTbU

3. | Tema 3. KomnbloTepHas [IPAKTUYECKOE O6cyxneHue TeMbl Ha
JIMHTBUCTHKA 3aHATHE AHTJIMACKOM SI3bIKE.

[IpakTrueckuil nepeBos
TEKCTOB.

4. | Tema 4. PexkomeHaaTe/ibHbIE MPaKTUYECKOE OO6cyxaeHne TeMbl Ha
cucrembl. Komnbotepubie 3aHATHE aHTJIUIICKOM SI3BIKE.
UTPbI [IpakTrueckuii nepeBos

TEKCTOB.

5. | Tema 5. UnHTeIEKTYaJILHBIE MPaKTUYECKOE OO6cyxeHne TeMbl Ha
CHUCTEeMBbI /151 Pa3JIMYHBIX 3aHATHE aHTJIMIICKOM SI3BIKE.
oTpacJieil 3SHAaHUH [IpakTrueckuil nepeBos
(po0oTOTEXHUKA, MEITMLINHA, TEKCTOB.

COLMOJIOTHSI, KOMIIBIOTEPHAasI
rpajguxa)

6. | Tema 6. KomnbrorepHas MIPAKTUYECKOE Ob6cyxeHue TeMbl Ha
0e30I1aCHOCTD 3aHATHE AHTJIMMCKOM SI3bIKE.

[IpaxkTrueckuil mepeBosx
TEKCTOB.




e 5. OneHka IJIAaHUPVEMBIX PE3VJILTATOB 00VUYEeHHUS

o 5.1. CucreMa olleHUBAHUA

Nen/mt KonTponupyemslie paznessl HaumenoBanue OLICHOYHOT'O
JUCIUTUTUHBI CpeacTBa
(Mopyist)
1. Tema 1. Oco0eHHOCTH TEKCTA KonTpoJsibHbIE BOIPOCHI

AKaJICMUYECCKOI0 CTHJIA

2. Tema 2. Buabl Hay4YHBIX cTaTei. KonTpoJsibHbIE BOIPOCHI

CTpyKkTypa HAy4YHOI CTAaTbH

3. Tema 3. KomnbrotepHas KoHTposbHbII IIMCbMEHHBIN
JIMHTBUCTHKA IIEPEBOJL

4, Tema 4. PexoMeHaaTejabHbIE KonTponbHblii ACHEMEHHBIN
cucreMbl. KoMnbloTepHbie HTpbl IIEPEBOJ

S. Tema S. UaTeIIeKTYaJIBHBIE cUcTeMbl | KoOHTponbHBIN MIUCbMEHHBIN
JJISl pa3jIM4YHBIX OTpac/ieil 3SHAaHU M IIepEBO]

(po0oTOTEXHUKA, MEITULINHA,

COIMUOJI0rusl, KOMIIbIOTCPHasA

rpaduxa)
6. Tema 6. Komnblotepnas KoHTtponbHbII IIMCBMEHHBIN
0e30nacHoOCTh epeBol

Texkymuit KOHTPOJIb OCYIIECTBISIETCS B BUE TECTOBBIX 3ajanuil gap-filling (mpennaraercs
TEKCT Ha aHTJIMIICKOM SI3bIKE) U IUKTAHTOB (IIpeiaraeTcsi TeKCT Ha PYCCKOM S3BIKE), a TAKXKE B
BUJIE MUCbMEHHOTO MEePEBO/Ia TEKCTA M0 CIIEUATHLHOCTH, PEKOMEHIYEMbIi 00BEM MEPEBOIUMOTO
tekcra — 2000-2500 3HaK0B. MOKET ITpe iIaraThCsl BRIIOJHUTH IEPEBOJ KaK C aHTITUHCKOTO A3bIKa
Ha PYCCKHH S3BIK, TAK M C PYCCKOI'O0 Ha aHIVIMMCKUM MO YCMOTPEHHUIO Npenojaasareins. J(aHHbIe
3a/laHus HAIIPaBJICHHI HA OIICHUBAHKE 3HAHUH U HABBIKOB YIOTPEOIECHUS TEPMUHOIOTHH U KITUIIIE,
XapakTEepHBIX Il HAyYHOTO CTHJISL peud M JJi M3y4aeMbIX HaIlpaBICHUN HAyKHU. 3aJaHus
TEKYIIEro KOHTPOJIS OlleHuBaroTes 10 20 6asios.

[TpomexyTOUHBIN KOHTPOJIb 3HAHUN IPOBOIUTCS B JOPME UTOTOBOM KOHTPOJIHHOM PabOTHI,

IpeCTaBIIsIoNEel co00i MICEMEHHBIHN MEePEeBOI TEKCTA MO CHEIMAIBLHOCTH C aHTJIMUCKOTO SI3bIKA



Ha PyCCKUH s3bIK. PekoMeHmyembiii 00beM opuruHaibHoro tekcta — 2500-3000 cnos. JlanHOE

3ajanue oneHuBaercs 10 40 6amioB. B pesynbpraTe TeKyIIero M IpOMEXYTOUYHOI'O KOHTPOJLI

3HAHUM CTYJICHTBI ITOJYYAIOT 3a4€T MO KypCy.

KonTpoabHnasi padora

HpOHeHT BEPHO BBIINNOJIHCHHBIX 3aI[aHI/II\/'I

OreHka 110 5-0aJUTLHOM IIKajie

100% - 95%

94% - 80%

79% - 60%

50% - auxe

IIpu mnpoBeneHUHM MPOMEKYTOYHOMU

HpOMe)KyTO‘-IHaﬂ arrecranusd

arrecrallun  CTYACHT

JOJDKCH  BBIIIOJIHUTH

MUCHhMEHHBIA MEePEBOJ TEKCTa Mo crnenuanbHocTh 00bemMoM 2500-3000 3HAKOB ¢ aHTIMKHCKOTO

A3bIKA HA PYCCKUM.

OneHovHble CpeacTBa IJisi TCKymero KOHTpoJsa HTOrOBOM aTTeCTAIUHU CTya€HTa

Mopsinoxk popMupoBaHKS OLEHOK IO JUCHMILIUHE

HOpHI[OI( (bOpMPIpOBaHI/ISI HTOTOBOM OTMETKH JIOBOIUTCS IO CTYJACHTOB B Ha4aJIC KypCa U

IIPU BBIITOJJHCHHWHU KOHTPOJIBHBIX MepOHpHHTHﬁ.

[IpenomaBaTens orieHUBaeT pabOTy CTYJEHTOB HA CEMUHAPCKHUX 3aHATHUSIX, HCXOMIS U3 UX

AKTUBHOCTHU HaA 3aHATHAX, KAY€CTBA BBIIIOJIHCHUA U CBOCBPECMCHHOCTH CIauX JJOMAITHUX 3aJlaHui

" YCIICHIHOCTH BBITMIOJIHCHUA TCKYIIHUX ayAUTOPHBIX TECTOBBIX 3aJlaHui (HCKCI/I‘{CCKI/IG TCCTHI Ha

3HaHHE (QYHKIIMOHAIBHBIX KIUIIE YCTHOM U MMCbMEHHON Hay4YHOH peun, 3HaHNE TEPMUHOJIOTHH).

Cxema OIICHUBAHUA MUCbMEHHOTO MEepeBoaa

OTIIUYHO XOPOIIIO yIOBJIETBOPUTEIILHO
dakTnueckue B tekcte nepeBoaa B nepeBone B nepeoge

OIIMOKHU (dakTHYeCKue OMUOKH | TPUCYTCTBYET | MPUCYTCTBYIOT 2
(cMBICIIOBBIE OTCYTCTBYIOT ¢dakTrueckas ommbka | pakTHyeckue OmUOKH




OIINOKN)

HOPM s3bIKa HUJIN

OTCYTCTBYIOT CIy4au

IIPUCYTCTBYET |

Herounoctu B nepeBoje nonyuiena | B nepeBone nonyuiena | B nepeBojae nomyuieHsl
(cMBICIIOBBIE 1 HETOYHOCTD 1 HETOYHOCTH 2 HETOYHOCTH
OIIMOKH)

Hapymenus B nepeBone B nepesone B nepeBoae nonyiieHo

2 ciyuast HapyllIeHus

omunodka

OIINOKHU

peun HapyIIeHus 100 Ciy4yal HapylIeHus SI3BIKOBBIX UJTH PEUEBBIX
SI3BIKOBBIX, JIH0O0 00 S3BIKOBBIX, JTMOO | HOPM PYCCKOTO SI3bIKa
PEYEBBIX HOPM PEYEBBIX HOPM
PYCCKOTO $sI3bIKa PYCCKOTO sI3bIKa

Crunuctuuecku | B nepeBoze nonymena | B nepeBone nonymiens!t | B nepeBoae nomyiieHst

€ OLIMOKHU 1 ctunucTUUecKas 2 CTHIIUCTHYECKHE 3-5 CTHIINCTHYECKUAX

OLINOOK

HOJ’Iy‘lGHHHfI COBOKyngIﬁ PE3YJIbTAaT KOHBCPTUPYETCA B TPAAUIUOHHYHO KAy OLICHOK U B

KTy OIIEHOK EBporieiickoii cucteMsl epeHoca 1 HakoruieHus kpeautos (European Credit

Transfer System; ganee — ECTS) B cooTBeTCTBUM € TabIULIEH:

100- TpanuuroHHas mkaia Ixana ECTS

OaJutbHas Orenka

[IKaja
95 -100 A

OTJINYHO
83-94 B
3a4TEHO
68 — 82 XOpOIIIO C
56 — 67 D
YIOBJICTBOPUTEIIHEHO

50 - 55 E

20-49 FX

0—19 HEYJIOBJICTBOPUTENBH | HE 3a4TCHO F

0




o 5.2.Kputepum BbICTABJIEHUS] OLEHKHU MO JUCIUIINHE

Bbanasl/ Ouenka no Kpurepum oueHku pe3yjbTaToB 00yUYeHUS 110

Hlkana AUCUHMIIHHE AUCHMIIHHE

ECTS

100-83/ COTIIUIHOY/ BricraBnsiercs o0yyaromemMycs, €Ciii OH IITyOOKO U

A,B «3a4TEHO POYHO YCBOWJ TEOPETUUECKHUI U MPAKTUUECKHI
(oTim4HO )»/ MaTepHall, MOXKET IIPOJAEMOHCTPUPOBATE 3TO Ha 3aHATHAX
«3a4TEHO U B XOJI€ TPOMEXYTOYHOM aTTeCTaIiH.

OOyuyaronuiicst UCUEPIIBIBAIOIIE U JIOTHYECKH CTPOIHO
U3yaraeT yueOHbIN MaTepHral, yMeeT YBI3bIBaTh TEOPHIO C
NPaKTUKOM, CIIPABJISIETCS C PEIICHHEM 3a/1a4
npodeccroHaIbHON HANPABICHHOCTH BHICOKOTO YPOBHS
CJIOKHOCTH, IPaBUJIIBHO 000CHOBBIBAET IIPUHATBIC
perIeHus.

CB00OIHO OpUEHTHPYETCS B YUeOHOH 1
npodeccroHaIbHOM IUuTEeparype.

OrneHka no JUCHUILTMHE BBICTABISAIOTCS 00y4JaromeMycs ¢
y4E€TOM PE3YNbTATOB TEKYIIEH U TPOMEKYTOUHON
aTTeCTalUu.

Komrniereniuu, 3aKkpeni€énnple 3a JUCUUILTMHOM,
c(hOpMHUPOBAHbI HA YPOBHE — «BBICOKHIIY.

82-68/ «XOPOIIIO»/ BricTaBisiercst 00yJaromeMycsi, €Ciiu OH 3HaeT
C «3aUTEHO TEOPETUYCCKHIA U MPAKTHUECKUI MaTepua, TpaMOTHO U
(xoporo)y»/ 10 CYIIIECTBY U3JIaraeT ero Ha 3aHATHIX U B XOJI€
«3aUTCHO» IIPOMEKYTOUHOM aTTECTAIlMH, HE JOMYCKasl CYIIECTBEHHBIX
HETOYHOCTEH.

OOyuaromuiicss IpaBUIbHO IPUMEHSET TEOPETHUECKHE
IOJIOYKEHUS [TPU PEIICHUH TPAKTHYECKUX 3a/1a4
npogeccnoHaIbHON HAIIPABICHHOCTH PA3HOIO YPOBHS
CJIOKHOCTH, BJIaJIEET HEOOXOIUMBIMHU ISl 3TOTO HaBBIKAMU
U IpUEMaMH.

JlocTaTOYHO XOpOIIO OPUEHTUPYETCS B yUeOHOU U
npo¢eCCHOHATILHOM JINTepaType.

OneHka 1o JUCHUIUIMHE BBICTABIISAIOTCS 00YYarOIEMYCs C
y4E€TOM PE3YNIbTATOB TEKYILEH U IPOMEKYTOYHOU
aTTECTALlNN.

Komnerenmuu, 3akpenia€Huble 3a AUCUUTIIIMHOM,
c(hOpMHUPOBAHBI HA YPOBHE — «XOPOIIHIY.

67-50/ «yIOBIIETBOPU- BricraBnsiercs o0yuaromemMycs, €ciii OH 3HaeT Ha 6a30BOM

D,E TEILHOY/ YPOBHE TEOPETUYECKUN U MMPAKTHUECKUI MaTepHall,
«3aUTEHO JIOMyCKAeT OTAETIbHBIE OIIMOKY MPH €ro U3JT0KEHUHU Ha
(ymoBierBopu- 3aHATHUSIX U B XOJIE POMEXKYTOYHOM aTTeCTaIUH.
TEJIbHO)»/ OOyuaromuiicss UCTIBITHIBACT ONpeIeIEHHBIE 3aTPy IHEHUS
«3aYTEHO» B IPUMEHEHHUU TEOPETUYECKUX TTOJIOKEHUH TIPH PELICHUH

MPAKTUYECKHX 33729 MPO(HeCcCHOHATLHOUN HAIIPABICHHOCTH
CTaHJIAPTHOT'O YPOBHS CIIO)KHOCTH, BJIJICET
HEOOXOIMMBIMH IJIS1 3TOr0 0a30BBEIMU HAaBBIKAMH U
MPUEMAMHU.




o~ 0D e

JIeMOHCTpHpYET I0CTaTOYHBIN YPOBEHb 3HAHUS yueOHOM
JUTEPATYpPBI 110 TUCLHUIUIAHE.

OueHka 110 JUCHUILINHE BBICTABIISIOTCS 00yUaromeMycst ¢
Y4ETOM pe3yJIbTaTOB TEKYILEH U POMEKYTOYHOU
aTTeCTalUu.

Komnerennuu, 3akpeniéHuble 3a AMCUUIIMHOM,
c(OpMHPOBAHBI HA YPOBHE — «JOCTATOUHBINY.

49-0/ «HEyZOBIETBOpUTE | BrIicTaBisieTcss oOyyaromemycs, eciii OH He 3HaeT Ha
F.EX JTBHOY/ 0a30BOM ypOBHE TEOPETUYECKHI U TPAKTUIECKUI
HE 3a4YTEHO Martepuall, J0IyCcKaeT rpyOble OMMOKY P €ro
M3JIOKEHUU Ha 3aHATHUSAX U B XOJI€ IIPOMEKYTOUHON
aTTECTaIHH.

OOyuaromuiicst UCIIBITHIBAET CEPHEIHBIE 3aTPYAHEHUS B
HIPUMEHEHUU TEOPETUUECKUX MTOJIOKEHUH IPU PELIeHUN
NPaKTUYECKUX 3a/1a4 PO(PECCHOHATLHON HAIPABICHHOCTH
CTaHJApTHOI'O YPOBHS CJIO)KHOCTH, HE BJIaJICeT
HEOOXOIMMBIMH ISl STOTO HABBIKAMH M TPUEMAMH.
JleMoHCTpHpYeT (parMeHTapHbIe 3HaHUS y4eOHOM
JUTEPATYPHI IO JUCIUTUIAHE.

OneHka 1o JUCHUIUIMHE BBICTABIIAIOTCS 00YYaromeMycs C
y4E€TOM PE3YNbTATOB TEKYIIEH U TPOMEKYTOUHON
aTTeCTallUH.

KomnereHnnun Ha ypoBHE «IOCTaTOUYHBINY, 3aKPETUIEHHBIE
3a AMCLUUIUIMHON, HE CHOPMHUPOBAHBI.

o 5.3. OuneHouHble cpeacTBa (MaTepuaibl) 1JIs TEKYIero KOHTPOJIsI
yCIeBaeMOCTH, IPOMEKYTOYHOM aTTecTAlMU 00y4AKIIHUXCS 10

AUCUHUILINHE

. KounTpoJsbHbIe BONIPOCHI

Oco0OEHHOCTH HAYYHOT'O CTUJISI B @HTJIOSI3BIYHOM U PYCCKOM KYJIbTYpax.

TepMUHbBI; KIUIIXPOBAHHBIE 00OPOTHI, XapaKTEPHBIE JIJI1 HAYYHOTO CTHIISL.
CHHTaKCHUC M JIEKCHKa Hay4HbIX cTarei. OpraHu3anus Marepuania B CTaThe.
CHHTaKCHC U JIEKCMKA HAy4YHOro Aokinana. OpraHus3anys MaTepuaia B JOKIaIE.
Opranu3zaiusi KOMIbIOTEPHOU Mpe3eHTaluu — OalaHCc MEXIy YCTHBIM CIIOBOM U
ClIafiIoM.

BzaumopencTeue ¢ ay IMTOpUEH.

Oco0eHHOCTH HAyYHOU JUCKYCCUU U UAJIOTa.

ITonsiTne (YHKIIMOHATBHOTO CTHIISL. QOYHKIMOHAIBHO-CTUIIMCTUYECKAs

NPUHALIEKHOCTh HAYYHOTO TEKCTA.



10.
11.
12.
13.

OcoOeHHOCTH HW3JIOKEHHS, TPUCYIIHME HAYYHOMY TEKCTY, U HX OTpa)KEHHE B
mpoIiecce mepeBo/ia.

3HAYUMOCTH KOHTEKCTA.

DTUKa NepeBOIUMKA.

[TepeBomueckue TpanchopMaIuy U UX MPAKTHIECKOE MPUMEHEHHE.
KoMmmproTeproe obOecriedeHne TMepeBOAYECKON  JIESITEIBHOCTH:  AJICKTPOHHBIE
CJIOBapW, CHCTEMbl aBTOMATHU3UPOBAHHOTO IepeBoja. HeoOXoauMocTh WM

IMPOU3BOJIbBHOCTDb UX ITPUMCHCHUSI.

= BapuaHT KOHTPOJILHOW PadoTHI
KouTtponbHas paboTa npeactasiser co00i MUCbMEHHBIN nepeBo; oTpbiBka (2000-

2500 3HaKOB) TEKCTa MO CIEHHAIBHOCTH U Oece/ly Ha aHTJIMUCKOM SI3bIKE 0 TEME

TCKCTaA.
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Abstract

Two distinct, rigorous views of cryptography have developed over
the years, in two mostly separate communities. One of the views re-
lies on a simple but effective formal approach; the other, on a detailed
computational model that considers issues of complexity and proba-
bility. There is an uncomfortable and interesting gap between these
two approaches to cryptography. This paper starts to bridge the gap,
by providing a computational justification for a formal treatment of
encryption.
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1 Two Views of Cryptography

A fairly abstract view of cryptographic operations is often adequate for the
design, analysis, and implementation of systems that use cryptography. For
example, it is often convenient to ignore the details of an encryption function,
and to work instead with a high-level description of what encryption is
supposed to achieve.

At least two distinct abstract views of cryptographic operations have de-
veloped over the years. They are both consistent and they have both been
useful, but they come from two mostly separate communities and they are
quite different. In one of them, cryptographic operations are seen as func-tions
on a space of symbolic (formal) expressions; their security properties are also
modeled formally (e.g., [5,13,15,21-23,25,27-30,34]). In the other,
cryptographic operations are seen as functions on strings of bits; their se-curity
properties are defined in terms of the probability and computational complexity
of successful attacks (e.g., [7-9,11,16-19,37]).

There is an uncomfortable gap between these two views. In this paper, we
call attention to this gap and start to bridge it. Representing the two views, we
give two accounts of symmetric (shared-key) encryption: a sim-ple one, based
on a formal system, and a more elaborate one, based on a computational
model. Our main theorem is a soundness result that relates the two accounts. It
establishes that secrecy properties that can be proved in the formal world are
true in the computational world. Thus, we obtain a computational justification
for the formal treatment of encryption.

As we relate the two accounts of encryption, we identify and make ex-plicit
some important choices. In particular, our main theorem excludes cer-tain
encryption cycles (such as encrypting a key with itself). A restriction along these
lines is essential within the prevailing computational approach; in contrast,
formal methods typically ignore cycles. We also consider, for ex-ample, whether



two ciphertexts may manifest whether they were produced using the same key.

We believe that this paper suggests a profitable line of further research. It
will take a significant research effort to relate the views of the people who
invent, implement, break, and use cryptography. Continuing this work, it would
be worthwhile to consider other cryptographic operations (such as signatures
and hash functions), and to treat complete security protocols (such as key-
distribution protocols) in addition to basic algorithms.

Connections between the formal view and the computational view should
ultimately benefit both:

* These connections should strengthen the foundations of formal cryp-
tology, and help in elucidating implicit assumptions and gaps in for-mal
methods. They should confirm or improve the relevance of for-mal proofs
about a protocol to concrete instantiations of the protocol, making
explicit requirements on the implementations of cryptographic
operations.

¢ Methods for high-level reasoning seem necessary for computational
cryptology as it treats increasingly complex systems. Formal ap-
proaches suggest such high-level reasoning principles, and even permit
automated proofs. In addition, some formal approaches capture naive but
powerful intuitions about cryptography; a link with those intu-itions
should increase the appeal and accessibility of computational cryptology.

The next section is a more detailed discussion of the two views of cryp-
tography; it also mentions related work. The rest of the paper proceeds as
follows.

In Section 3, we define a class of expressions and an equivalence rela-tion
on those expressions. The expressions represent data, of the sort used in
messages in security protocols; the equivalence relation captures when two
pieces of data “look the same” to an adversary, treating encryption as a formal
operator. These definitions are simple and purely syntactic. In particular, they
do not require any notion of probability or computational complexity. They are
typical of the definitions given in formal treatments of cryptography, and
directly inspired by some of them.

Then, in Section 4, we present a computational model with strings of bits,
probabilities, and complexities. In this model, we define secure encryp-tion in
terms of computational indistinguishability; our definition is similar, but not
identical, to those of semantic security [7,18].

Finally, in Section 5, we relate equivalence to computational indistin-
guishability. We associate a probability ensemble with each formal expres-sion;
our main theorem establishes that equivalent expressions induce com-
putationally indistinguishable ensembles. For example, the two expressions that
represent two pieces of data encrypted under a fresh key will be equiv-alent.
This equivalence can be read as a secrecy property, namely that the ciphertexts
do not reveal the data. Our main theorem implies that the two expressions
correspond to computationally indistinguishable ensembles.

2 Background and Related Work

This section explains the two views of cryptography, still informally. It points to
a few examples of work informed by those two views; there are many more. It
also describes some related research.



The formal view There is a large body of literature that treats cryp-tographic
operations as purely formal. There, for example, the expression {M}k may
represent an encrypted message, with plaintext M and key K. All of {M}k, M, and
K are formal expressions, rather than sequences of bits. Various functions can be
applied to such expressions, yielding other expressions. One of them is
decryption, which produces M from {M}kand K. Crucially, there is no way to
recover M or K from {M}k alone. Thus, the idealized security properties of
encryption are modeled (rather than defined). They are built into the model of
computation on expressions. This body of literature starts with the work of
Dolev and Yao [15], DeMillo, Lynch, and Merritt [14], Millen, Clark, and
Freedman [28], Kem-merer [23], Burrows, Abadi, and Needham [13], and
Meadows [27]. It in-cludes many different agendas and approaches, with a
variety of techniques from the fields of rewriting, modal logic, process algebra,
and others. Over the years, it has been used in the design of protocols, it has
helped develop confidence in some existing protocols, and it has enabled the
discovery of many attacks. It has also led to the development of effective
methods and tools for automated protocol analysis; Lowe’s and Paulson’s works
are two

recent examples of these advances [25,30].

This formal perspective is fairly easy to apply for the users of encryption, for
example for protocol designers. It captures an important intuition: an encrypted
message reveals its plaintext only to those that know the corre-sponding
decryption key, and it reveals nothing to others. This assertion is a simple (and
simplistic) all-or-nothing statement, which can be conveniently built into a
formal method. In particular, it does not require any notion of probability or of
computational complexity: there is no need to say that an adversary may obtain
some data but only with low probability or after an expensive computation.
(However, probability and computational complex-ity are compatible with
formalism, as demonstrated by the work of Lincoln et al. [24].)

Those who employ the formal definitions often warn that a formal proof
does not imply a guarantee of security. One of the reasons for this caveat is the
gap between the representation of encryption in a formal model and its
concrete implementation. At the very least, it is desirable to know what
assumptions about encryption are necessary. Those assumptions have sel-dom
been stated explicitly, and not in enough detail to permit systematic discussion
and rigorous proofs. We aim to remedy this situation.

A somewhat similar situation arises from the use of the random-oracle
model in cryptography [10]: proofs that assume random oracles do not au-
tomatically yield guarantees when the oracles are instantiated. However, we do
not know of any natural examples where this gap has manifested itself.

The computational view Another school of cryptographic research is
based on the framework of computational complexity theory. A typical
member of that school would probably say that the formal perspective is naive
and disconnected from the realities of concrete cryptographic algo-rithms and
protocols. Keys, plaintexts, and ciphertexts are all just strings of bits. An
encryption function is just an algorithm. An adversary is es-sentially a Turing
machine. Good protocols are those in which adversaries cannot do “something
bad” too often and efficiently enough. These defini-tions are all about success
probabilities and computational cost.

This computational view originates in the work of Blum and Micali [11], Yao
[37], and Goldwasser and Micali [18]. It has strengthened the scientific
foundations of cryptography, with a sophisticated body of definitions and



theoremes. It has also played a significant role in the development and study of
particular protocols.

As an important example of the computational approach, we sketch a
notion of secure encryption. Specifically, we choose to treat symmetric en-
cryption, following Bellare, Desai, Jokipii, and Rogaway [7]. An encryption
scheme is defined as a triple of algorithms N = (K,E,D). Algorithm K (the key
generator) makes random choices and then outputs a string k. Algo-rithm E (the
encryption algorithm) flips random coins r to map strings k and m into a string
Ex(m,r). Algorithm D (the decryption algorithm) maps strings k and c into a string
Dk(c). We expect that Dk(Ek(m,r)) = m for appropriate k, m, and r.

An adversary for an encryption scheme M = (K,E,D) is a Turing ma-chine
which has access to an oracle. We imagine realizing this oracle in one of two
ways. In the first, the oracle chooses (once and for all) a random key k, and then
encrypts each query x using Ekand fresh random coins. In the second, the oracle
chooses (once and for all) a key k, and then, when presented with a query x,
encrypts a string of 0 bits of equal length, using fresh random coins. An
adversary’s advantage is the probability that the adversary outputs 1 when the
oracle is realized in the first way minus the

probability that the adversary outputs 1 when the oracle is realized in the
second way. An encryption scheme is regarded as good if an adversary’s
maximal advantage is a slow-growing function of the adversary’s computa-
tional resources. This definition of security can be worked out rigorously and
elegantly in both asymptotic and concrete versions (see Section 4.3). In any
case, it is based on notions of probability and computational power.

Related work The desire to relate the two views of cryptography is not
entirely new (e.g., [3,20,26]). Nevertheless, there have been hardly any re-
search efforts in this general direction. The work of Pfitzmann, Schunter, and
Waidner [31] (which is simultaneous to ours and independent) starts from
motivations similar to our own. It proves that some reactive, crypto-graphic
systems satisfy high-level (non-cryptographic) specifications, under
computational assumptions on cryptographic operations. These results do not
concern a formal model of cryptography, such as the one studied in this paper,
but the relation to a formal model of cryptography is mentioned as an
interesting subject for further work. Also relevant is the work of Lincoln,
Mitchell, Mitchell, and Scedrov [24], which develops a rich process-algebraic
framework that draws on both views of cryptography. Further afield, Abadi,
Fournet, and Gonthier [1,2] and Lynch [26] relate the formal view of
cryptography with higher-level (non-cryptographic) descriptions of security
mechanisms. Finally, Volpano and Smith [35] analyze the complex-ity of
attacking programs written in a simple, typed language; however, this language
does not include cryptographic primitives.

As we compare two accounts of encryption, we arrive at the concept of
which-key concealing encryption, with which ciphertexts do not mani-fest
whether they were produced using the same key (see Section 4.2). In-
dependently and concurrently, the work of Bellare, Boldyreva, Desai, and
Pointcheval studies this concept from a different perspective [6].

3  Formal Encryption and Expression Equivalence

In this section we present the formal view of cryptography, specifically treat-ing
symmetric encryption. We describe the space of expressions on which



encryption operates, and what it means for two expressions to be equivalent. As
explained in the introduction, the expressions represent data, of the sort used in
messages in security protocols. Expressions are built up from bits and keys by
pairing and encryption. The equivalence relation captures when two pieces of
data “look the same” to an adversary that has no prior

knowledge of the keys used in the data. For example, an adversary (with no
prior knowledge) cannot obtain the key K from the ciphertexts {O}k and {1}k;
therefore, the adversary cannot decrypt and distinguish these ci-phertexts, so
they are equivalent. Similarly, the pairs (0,{0}x) and (0,{1}) are equivalent. On
the other hand, the pairs (K,{0}x) and (K,{1}k) are not equivalent, since an
adversary can obtain K from them, then decrypt {O}x or {1}k and obtain 0 or 1,
respectively, thus distinguishing the pairs. In this section, we formalize these
informal arguments about equivalence; the soundness theorem of Section 5
provides a further justification for them.

3.1 Expressions

We write Bool for the set of bits {0,1}. These bits can be used to spell out
numbers and principal names, for example. We write Keys for a fixed, nonempty
set of symbols disjoint from Bool. The symbols K,KO,KOO,... and K1,K2,... are all in
Keys. Informally, elements of the set Keys represent cryptographic keys,
generated randomly by a principal that is constructing an expression. Formally,

however, keys are atomic symbols, not strings of bits. We write Exp for the set

of expressions defined by the grammar:!

M,N ::= expressions
K key (for K € Keys) i bit
(for i € Bool) (M,N) pair
{M} encryption (for K € Keys)

Informally, (M,N) represents the pairing of M and N, which might be im-
plemented by concatenation plus markers, and {M}k represents the encryp-tion
of M under K, which might be implemented using a symmetric algo-rithm like
DES, in CBC mode and with a random initialization vector. Pair-ing and
encryption can be nested, as in the expression ({{(0,K%)}«}ko,K). We emphasize
that the elements of Exp are formal expressions (essen-tially, parse trees,
abstract syntax trees) rather than actual keys, bits, con-catenations, or
encryptions. In particular, they are unambiguous: for exam-

'An equivalent way to define Exp is as the language
generated by the context-free grammar with start symbol E, nonterminals E and K, terminals “0”,

i u(n u)n wnougpn
’

, 7,47, 7, “Y, and the set of elements in Keys, and the productions:

E->0]|1](EE)|K|{E}kK->K for
each K € Keys

ple, (M,N) equals (M°,N°) if and only if M equals M® and N equals N°, and it
never equals {MO}K. Similarly, {M}k equals {MO} oif and only K if M equals MP
and K equals K°. However, according to definitions given below, {M}kand
{M%} omay be K equivalent even when M and M° are different and when K
and K° are different.

There are several possible extensions of the set of expressions:

e We could allow expressions of the form {M}n, where an arbitrary
expression N is used as encryption key.



¢ We could distinguish encryption keys from decryption keys, as in public-
key cryptosystems.

These extensions are useful in modeling realistic protocols, but would com-
plicate our definitions and theorems. We therefore leave them for further work.

It is also important to consider a restriction to the set of expressions. We say
that K encrypts K2in M if there exists an expression N such that {N}xis a
subexpression of M and K% occurs in N. For each M, this defines a binary relation
on keys, the “encrypts” relation. (As a variant, a more liberal definition that
ignores occurrences of K° as a subscript may also be adequate for our
purposes.) We say that M is cyclic (or acyclic) if its associated “encrypts” relation
is cyclic (or acyclic, respectively). For example, {K}kand ({K}Ko,{KO}K) are both
cyclic, while ({K}ko,{0}x) is acyclic.

Cycles, such as encrypting a key under itself, are a source of errors in
practice (e.g., [36]); they also lead to weaknesses in common computational
models, as explained in Section 4. Moreover, cycles can often be avoided in
practice—and they should generally be avoided given what is, and is not, known
about them. The soundness theorem of Section 5 deals only with acyclic
expressions. In contrast, cycles are typically permitted (without discussion) in
formal methods.

3.2 Equivalence

Next we give a formal definition of equivalence of expressions. It draws on
definitions from the works of Syverson and van Oorschot, Schneider, Paulson,
and others [30,32,33]. Some of the auxiliary definitions concern how
expressions can be analyzed and synthesized; such definitions are quite
common in formal methods for protocol analysis. Equivalence relations are
useful in semantics of modal logics: in such semantics, one says that two

states in a computation “look the same” to a principal only if the principal has
equivalent expressions in those states. Equivalence relations also appear in
bisimulation proof techniques [4,12], where one requires that bisimilar
processes produce equivalent messages.

First, we define an entailment relation M ‘N, where M and N are
expressions. Intuitively, M * N means that N can be computed from M. Formally,
we define the relation inductively, as the least relation with the following
properties:

eM‘Oand M ‘1,

MM,

e if M “N1iand M “N2then M ‘ (N1,N2),
o if M “(N1,N2) then M “N1and M ‘ N2,
eifM‘Nand M ‘Kthen M “ {N}x,

o if M‘{N})and M ‘Kthen M ‘N.

This definition of M * N models what an attacker can obtain from M without any
prior knowledge of the keys used in M. For example, we have

({{K1}ka}ks,K3) “ K3

and
({{K1}k2}Ks,K3) “ {K1}k2



but not
({{K1}k2}ks,K3) “ K1 (false)

It is simple to derive a more general definition from this one: obtaining N from
M with prior knowledge of K is equivalent to obtaining N from (M,K) with no
prior knowledge.

Next, we introduce the box symbol 2, which represents a ciphertext that an
attacker cannot decrypt. We define the set Pat of patterns as an extension of
the set of expressions, with the grammar:

P,Q::= patterns
K key (for K € Keys) i bit
(fori € Bool) (P,Q) pair
{P} encryption (for K € Keys) 2

undecryptable

Intuitively, a pattern is an expression that may have some parts that an attacker

cannot decrypt.
We define a function that, given a set of keys T and an expression M,
reduces M to a pattern. Intuitively, this is the pattern that an attacker can see in

M if the attacker has the keys in T.

p(KT) = K (for K € Keys)
p(i,T) = i (for i € Bool)
p((M,N),T) = (o(M.T),p(N.T))
p({MK,T) = LD(EIVTI,;)}K if
(0]

therwise



Further, we define a pattern for an expression without an auxiliary set T, but
using the set of keys obtained from the expression itself.

pattern(M) = p(M,{K € Keys | M “ K})

Intuitively, this is the pattern that an attacker can see in M using the set of keys
obtained from M. (As above, we assume that the attacker has no prior
knowledge of the keys used in M, without loss of generality.) For example, we
have
pattern(({{Ki}k2}ks,K3)) = ({2}ks,K3)
Finally, we say that two expressions are equivalent if they yield the same
pattern:
M = N if and only if pattern(M) = pattern(N)

For example, we have:

{{K1}k2}k3,K3) = ({{0}Kk1}ks,K3)

since both expressions yield the pattern ({2}ks,K3).
We may view keys as bound names, subject to renaming (as in the spi

calculus [5]).  For example, although ({0}k,K) and ({O}ko,K®) are not equivalent,

we may say that they are equivalent up to renaming. More generally,
we define equivalence up to renaming, =, as ~ follows:
M~ =N if and only if  there
exists a bijection o on Keys such
that M = No

where Nois  the result of applying o as a substitution to N. Although this
relation =is "~ looser than =, our soundness theorem treats it smoothly,
without difficulty. Therefore, we focus on =. In”" informal discussions, we often
do not distinguish the two relations, calling them both equivalence.

3.3 Some examples and some subtleties
In this section we give a few more examples. Some of the examples indicate
assumptions and choices built into the definition of equivalence. These are fairly
subtle but important, and it is useful to be explicit about them. We revisit them
in Section 4.

e 0 ~ =0, of course.

e (0 ~ =1, of course.

o {O}k= "~ {1k.

e (K{0k)= ~ ~ (K,{1}x), but (K,{({0}x0,0)}K) =
(K,{({1}Ko,0)}K).
e k=K%and K=KO,~ ~ since

keys are subject to renaming with = but not with =.

¢ {0}k = ~ {1}koand even {0}k = {1}k, although the two ciphertexts are under
different keys.

o ({K%,{0}) =~ ({K%},{1}k0) and even ({K°},{0}k) = ({K°), {1}Ko), similarly.
¢ {0} = "~ {K}k, despite the encryption cycle in {K}x.

* {(((1,1),(1,2)),((2,1),(1,2)))}k = {O}x. ~
Informally, we are assuming that a plaintext of any size can be en-crypted,
and that the size of the plaintext cannot be deduced from the resulting



ciphertext without knowledge of the corresponding decryp-tion key. This
property justifies equivalences such as the one above, where the two
plaintexts are of different sizes. In an implementation, it can be
guaranteed by padding plaintexts up to a maximum size, and truncating
larger expressions or mapping them to some fixed string (see Section 4).

We could easily refine the equivalence relation to make it sensitive to
sizes, for example by introducing a symbol 2n for each size n. The resulting
definitions would be heavier.

* ({0}, {0}k) =~ ({0}, {1}).
Informally, we are assuming that an attacker who does not have a key
cannot even detect whether two plaintexts encrypted under the key are
identical. For example, the attacker should not be able to

tell that the same plaintext appears twice under K in ({0},{0}),
hence ({0},{0}k) = =~ ({0}x,{1}). In an implementation, this sort of
equivalence can be guaranteed by randomization of the encryption

function (see Section 4).

We could easily refine the equivalence relation to make it sensitive to
message identities (for example as in [4]); but, again, the resulting
definitions would be heavier.

e ({ok{1}) =~ ({O}k,{1}ko).
Informally, we are assuming that an attacker who does not have a key
cannot even detect whether two ciphertexts use that same key. For

example, the attacker should not be able to tell that the same key is
used twice in ({0},{1}x), hence ({0},{1}) = ~ ({0}, {1 }ko).

Again, an alternative definition would be possible, with some compli-
cations.

4  The Computational View: Encryption Schemes and
Indistinguishability

In this section we provide a computational treatment for symmetric encryp-
tion. First we describe the functions that constitute a symmetric encryption
scheme, and then we describe when an encryption scheme should be called
secure. Actually, there are a few different possibilities for defining security, and
we discuss several of them. The notion that we focus on—which we call type-0
security—is stronger than the customary notion of security (that is, semantic
security, and notions equivalent to it [7,18]). Nonetheless, one can achieve
type-0 security under standard complexity-theoretic assumptions. We focus on
type-0 security because it matches up with the formal defini-tions of Section 3.
Other computational notions of security can be paired with analogous formal
ones.

4.1 Preliminaries

Elements of an encryption scheme Let String = {0,1}* be the set of all
finite strings, and let | x| be the length of string x. Let Plaintext, Ciphertext, and
Key be nonempty sets of finite strings. Let 0 be a particular string in Plaintext.
Encrypting a string not in Plaintext will result in a ciphertext that decrypts to 0.

We assume that if x € Plaintext then x° € Plaintext for all x° of the same length



as x. Let Key be endowed with some fixed distribution.

(If Key is finite, the distribution on Key is the uniform one.) Let Coins be a

synonym for {0,1}" (the set of infinite strings), and Parameter (the set of

security parameters) be a synonym for 1* (the set of finite strings of 1 bits).
An encryption scheme, M, is a triple of algorithms (K,E,D), where

K: Parameter x Coins - Key
E: Key x String x Coins - Ciphertext D :
Key x String - Plaintext

and each algorithm is computable in time polynomial in the size of its input (but
without consideration for the size of Coins input). Algorithm K is called the key-
generation algorithm, E is called the encryption algorithm, and D is called the
decryption algorithm. We usually write the first argument to E or D, the key, as
a subscript. When we omit mention of the final argument to K or E this indicates
the corresponding probability space, or, when used as a set, the support of that
probability space (that is, the strings which are output with nonzero
probability). We require that for all n € Parameter, k € K(n), and r € Coins, if m
€ Plaintext then Dk(Ek(m,r)) = m, while if m € Plaintext then Dk(Ek(m,r)) = 0. For
example, the encryption function could treat an out-of-domain message as
though it was 0. We insist that | Ek(x)| depends only on n and |x| when k € K(n).

The definition above is for probabilistic, stateless encryption. One can be a
bit more general, allowing the encryption algorithm to maintain state. We do
not pursue this generalization here.

Other basic concepts A function : N - Ris negligible if (n) € n_“’(l). This
means that for all ¢ > 0 there exists Ncsuch that (n) < n for all n > Nc. An
ensemble (or probability ensemble) is a collection of distributions

on strings, D = {Dn}, one for each n. We write x¢$-Dn to " indicate that x is

sampled from Dn. Let D = {Dn} and %= {DO} be nensembles. We say that D

and D% are indistinguishable (or computationally indistinguishable), and

write D = DO, if for every probabilistic polynomial-time adversary A, the function
(n) =9 7 ' ® Prix¢Dn:

A(n, x) = 1] = Pr[x<-Dn : A(n, x) = 1] is negligible.

4.2  Aspects of encryption-scheme security

In this section we consider some possible attributes of encryption schemes, and
also consider encryption cycles. These issues already appear in Section 3

in a formal setting; here we explore them further in a computational setting.

Attributes (present or absent) of a secure encryption scheme We
single out three characteristics of an encryption scheme. The first and third are
well-known, while the second seems not to have received attention till now.

* Repetition concealing vs. repetition revealing

Given ciphertexts c and c®, can one tell if their underlying plaintexts are
equal? If so, we call the scheme repetition revealing; otherwise, it is
repetition concealing. A repetition-concealing scheme must be proba-
bilistic (or stateful); making encryption schemes repetition concealing is
one motivation for probabilistic encryption [18].



e Which-key concealing vs. which-key revealing

If one encrypts messages under various keys, can one tell which mes-
sages were encrypted under the same keys? If so, we call the scheme
which-key revealing; otherwise, it is which-key concealing. Though
standard instantiations of encryption schemes are which-key conceal-ing,
standard definitions for encryption-scheme security (like those in [7,18])
do not guarantee this. Demanding that an encryption scheme be which-
key concealing is useful in contexts beyond that of the present paper (for
example, in achieving forms of anonymity). The current work of Bellare et
al. undertakes a thorough treatment of which-key concealing encryption
[6].

¢ Message-length concealing vs. message-length revealing

Does a ciphertext reveal the length of its underlying plaintext? If so, we
call the scheme message-length revealing; otherwise, it is message-length
concealing. Most encryption schemes are message-length reveal-ing. The
reason is that implementing message-length concealing en-cryption
invariably entails padding messages to some maximal length, and it may
therefore be quite inefficient. Message-length concealing encryption is
possible when the message space is finite, or when all ciphertexts are
infinite streams (rather than finite strings as stated in our definitions).

These three characteristics are orthogonal, and all eight combinations make
sense. Let us call these eight notions of security type-0, type-1, ..., type-7, with
the numbering determined as follows: concealing corresponds to a 0 bit

and revealing to a 1 bit, and we interpret the three characteristics above as a 3-
bit binary number, the most significant bit being for repetition concealing or
revealing, then which-key concealing or revealing, finally message-length
concealing or revealing. With this terminology, the conventional concept of
encryption-scheme security, ever since the work of Goldwasser and Mi-cali [18],
has been type-3 security: a ciphertext may reveal the length of the message and
which key is being used, but it should not reveal if two ciphertexts are
encryptions of the same message. However, this concept of security is not the
only reasonable one.

Encryption cycles Given a type-n (n € {0,...,7}) secure encryption scheme
M = (K,E,D), one can construct a type-n secure encryption scheme M° = (K,E°,D°)

with the following property: N° would be completely inse-cure if the adversary
were given (for z example, as an additional input) even a single

encryption c<E% (k) of ¥ the underlying key k. Goldwasser and Mi-cali were
aware of this (in the public-key setting) when they published their work [18].

It is not only encrypting k under k that is problematic; longer cycles may also
cause problems. For example, even if an encryption scheme is type-3 secure, it
may not be safe to encrypt a message b under a key a and then, reversing the
roles of a and b, to encrypt a under b. For all we know, the concatenation of the
two ciphertexts might trivially reveal both a and b. For probabilistic encryption,
for cycles of length greater than one, we do not have any example to
demonstrate that this problem can actually arise, but the hybrid arguments
[18,37] often used to prove encryption schemes secure, and which we use here,
do not work in the presence of such cycles.

Therefore, as discussed in Section 3, we focus on expressions without
encryption cycles. In return, we can rely on standard-looking definitions and



tools in the computational setting.

4.3 Definitions of encryption-scheme security (types 0, 1, 3)

The formal treatment in Section 3 corresponds to type-0 security (repetition
concealing, which-key concealing, and message-length concealing), so let us
define this notion more precisely. An explanation of the notation follows the
definition.

Definition 1 (Type-0 security) Let N = (K,E,D) be an encryption scheme, let n €
Parameter be a security parameter, and let A be an ad-
versary. Define

0 - def
AdVﬂ[n](A) Prhk’ko eK(n) . AEk()I EkO()

(n) =1 - prl <kin)
AEKO), ) (1) = 1



Encryption scheme MM is type-0 , Secure if for every probabilistic polynomial-time
adversary A, Advn[n(A) is negligible (as a function of n).

We are looking at the difference of two probabilities.

e First, let us focus on the first probability. The quantity in brackets
describes an experiment that is performed, and then an event. In this
experiment, one first chooses two keys, k and k®, independently, by
running the key-generation algorithm K. Then one runs adversary A, with
two oracles: a left oracle f and a right oracle g. If the adversary asks the
left oracle f a query m € String, the oracle returns a random
encryption of m under key k. That is, the oracle computes
c&Ek(m) and returns c. If the adversary asks the right oracle g a querym €
String, the oracle returns a random encryption of m under key k°,
similarly. Independent coins are used each time a string is encrypted (but

the keys k and k® stay fixed).

R

* Next, let us consider the R second probability. In this experiment, a
single key k is selected by . running the key-generation algorithm K. The
adversary again has two oracles, a left oracle f and a right oracle g,
and these oracles again expect queries m € String. But now the oracles
behave in the same . way. When asked a query m, the oracles ignore the
query, sample c<&-Ek(0), and return c. Independent coins are used
each time a string is encrypted (but the key k stays fixed).

The type-0 advantage is the difference in the above probabilities. One can
imagine that the adversary is trying to distinguish a good encryption box from a
false one. A good encryption box encrypts the specified query using the selected
key. A false encryption box ignores  ® the query and encrypts a fixed message
under a fixed random key. Intuitively, a scheme is type-0 secure if no
reasonable adversary can do a good  job of telling apart the two encryption
boxes on the basis of their input/output behavior.

Various other equivalent formalizations for type-0 encryption are possi-ble.
For example, it adds no power for there to be more than two oracles. (In the
first experiment, each oracle would encrypt queries under its own key; in

the second, every oracle would encrypt 0 under a common key.) Likewise, it
takes away no power if Eko() is replaced with Eko(0) in the first experiment. We
also give detailed definitions of type-1 and type-3 security; they resemble that of
type-0 securlty In these definitions, Ek() is an oracle that returns cé&Ek(m) on

inputm, asabove, and Ek(O| I) is an oracle that returns
" c&Ex(0'™!) on input m.

Definition 2 (Type-1 security) Let M = (K,E,D) be an encryption scheme,
let n € Parameter be a security parameter, and let A be an ad-versary. Define

h
= Advn[n)(A) def Pr k’k? &K(n) : AEk()lEko()

() =1'- Pk <K(n):
AEKOIEAON) (1) = 7!

1

Encryption scheme M is 1type—l secure if for every probabilistic polynomial-time
adversary A, Advnini(A) is negligible (as a function of n).



Definition 3 (Type-3 security) Let N = (K,E,D) be an encryption scheme,
let n € Parameter be a security parameter, and let A be an ad-versary. Define
h
3 = Advnp(A)  Pr ok <K(n): AR (n)

=1 - Pk <K(n) :

AEKOI) () = 1!

def



Encryption scheme M is 3type-3 secure if for every probabilistic polynomial-time
adversary A, Advnni(A) is negligible (as a function of n).

4.4  Achieving type-0 and type-1 security with standard tools

Since type-3 security is standard but type-0 and type-1 security are not, we
show that type-0 and type-1 security can be achieved using standard
assumptions and constructions. Although this fact is not necessary for our
soundness theorem, it provides support for the hypotheses of the theorem.

Block ciphers Let 2 1 be a number (the blocksize) and let Block = {0,1}P. Let
Key be a finite nonempty set. Then a block cipher is a function

E : Key x Block = Block such that, for every k € Key, we have that Ek() = E(k,) is a
permutation. Example block ciphers are DES and the emerging AES (Advanced
Encryption Standard).

One measure of security for a block cipher is:

R R

¢ AdvPP(A) = pr'k Key: ABO=1' - pri'n <Perm(B)
A= !

Here Perm(B) denotes the set of all permutations on {0,1}3. Informally, the
adversary A is trying to distinguish the block cipher E, as it behaves on
a random key k, from a random permutation n. We think of E as a good

block cipher if £ AdvP™P(A) is small as long as A is of reasonable
computational complexity.
Block cipher modes of operation Block ciphers are the most common

building block for making symmetric encryption schemes. Two well-known ways
to do this are CBC mode and CTR mode. In CBC mode (with a random
initialization vector), the encryption of a plaintext x = x1 _...xn using key k € Key,
where n>1and |xi| ={0,1}, is yoy1...yn where yo &Block and yi = Ek(yi-1
) ) xi) for all 1 < i< n. In CTR mode, the encryption of a plaintext x using key k is
the concatenation of r <Block with the xor of x and the |x|-bit " prefix of the
concatenation of Ek(r), Ek(r + 1), *
Ek(r+2), .... Here r+i is the B-bit . string that encodes the sum of r (treated as
an unsigned number) and i, modulo 28 In [7], Bellare et al. establish
the (type-3) security of these two modes of operation. Their results are
guantitative, measuring how well one can attack the block cipher E in terms of
how well one can attack the given encryption schemes based on E (in the sense
of type-3 security).

CBC and CTR modes are which-key concealing Even though the
results just mentioned do not indicate that CBC mode or CTR mode are which-
key concealing, these schemes are in fact which-key concealing and those
results can be used to show it, as we now sketch. Let N = (K,E,D) be an
encryption scheme, let A be an adversary, and define

Prhk &Key(n) : AEK)

(n) = 1i - Prhk

<Key(n) : A%1E01 () =

d
ran Advn[n] _






By $!E01 we denote an oracle which, on input m, computes " c&Ek(m)
and returns a random string of length |c|. (By an assumption stated above, |c|
depends only on n and |m|.) Informally, the adversary cannot tell if it is given a
real encryption oracle or an oracle that returns a random string (of the
appropriate length) in response to every query.

The proofs of security in [7] actually establish that CBC mode and CTR mode
are good schemes according to Adv™"®, assuming that the underlying block
cipher E is secure according to AdvP'P. To complete the picture, we claim that
any good scheme according to Adv™®"is also type-1 secure. (This claim is not
hard to prove, though we omit doing so here.) Therefore, CBC mode and CTR
mode (as defined above) are type-1 secure: repetition concealing, which-key
concealing, but message-length revealing.

Hiding message lengths for type-0 security  Finally, we have to con-ceal
message lengths. This step is standard, provided the message space

is finite. Let N = (K,E,D) be a type-1 secure encryption scheme with Plaintext =
{0,1}*. Let Plaintext® € String be a finite set, with a particu-lar element 0% To
make a type-0 secure encryption scheme we just encode all messages of
Plaintext® into strings of some fixed length, and then en-

crypt these using E. That is, we choose any convenient function encode() which
(reversibly) takes strings in Plaintext® to a subset of {0,1}', for some number ‘.
The encryption scheme N°= (K,E%,D%), with message space Plaintext’, is defined
by letting E0 (m) = E (encode(m)) kform € k PIaintexto, setting E° (m) = E° (00)
forme k k  Plaintext®, and defining D% in the obvious way. Type-1
security of M immediately implies type-0 security of ne.

5 The Computational Soundness of Formal Equiv-alence

In this section we relate the two views of cryptography. We proceed in two
steps. First, we show how to associate an ensemble to an expression M, given
an encryption scheme IN. Then we show that, under appropriate as-sumptions,
equivalent expressions give rise to indistinguishable ensembles.

5.1 Associating an ensemble to an expression

Let N = (K,E,D) be an encryption scheme and let n € Parameter be a security
parameter. We associate to each formal expression M € Exp a distribution on
strings [[M]] nin] n , and
thereby an ensemble [[M]] . This as-
sociation constitutes a concrete semantics for expressions (in the style of
programming-language semantics or logic semantics); it works as follows:

e First, we map each key symbol K that occurs in M to a string of bits t(K),
using the key generator K(n).

algorithm Initializen(M) .
for K € Keys(M) do t(K)<K(n)

algorithm Convert(M)
if M = K where K € Keys then return
ht(K),“key”i



if M = b where b € Bool then
return hb,“bool”i
if M = (M1,M2) then
return hConvert(M1),Convert(Mz2),“pair”i if M =
{M1}k then
: xéConvert(M1)
y  &Exk)(x)
return hy,“ciphertext”i

Figure 1: How to map (probabilistically) an expression M to a string Convert(M),
given an encryption scheme N = (K,E,D) and a security parameter n.

¢ We map the formal bits 0 and 1 to standard string representations for
them.

¢ We obtain the image of a formal pair (M,N) by concatenating the images of
the components M and N.

¢ We obtain the image of a formal encryption {M}k by calculating Ex(k)(x),
where x is the image of M.

¢ In all cases, we tag string representations with their types (that is, “key”,

g

“bool”, “pair”, “ciphertext”) in order to avoid any ambiguities.

This association is defined more precisely in Figure 1. In the figure, we write
Keys(M) for the set of all key symbols that occur in M, and write hxi,...,xki for an
ordinary string encoding of x1, ..., xk. The auxiliary initialization procedure
Initializen(M) maps every key symbol in Keys(M) to a unique key t(K). The
probability of a string in [[M]] ] 1S that induced
by the algorithm Convert(M) of Figure 1.

5.2 Equivalence implies indistinguishability

Next we prove that equivalent expressions correspond to
indistinguishable ~ ensembles (that n n is, M = N implies [[M]] =
[[N]]), assuming that the ex-pressions are acyclic and that the

underlying encryption scheme is type-0 secure.

We start with a few simple examples, instantiating the claimthat M= "~ N
implies [[M]]n = [[N]]n.

¢ Since 0 ~ =0, we conclude that n n [[0]] = [[0]] . The two

ensembles being compared put all the probability mass on a
single point, h0,“bool”i.

e Since K= ~ K°, we conclude that [[KNN= n n [[KO]] . The two
ensembles being compared are identical: they are induced by
the key generator K.

¢ Since {O}k= "~ {1}k, we conclude that [[{O}k]] = n n [[{1}1].
This in-distinguishability is nontrivial: it relies on the
assumption that the encryption scheme is type-0 secure.

¢ Although {O}k= ~ {K}k, we cannot conclude anything about how [[{0}k]]
n n may relate to [[{K}k]], because
of the encryption cycle in {K}k.

Reconsidering some of the other examples of Section 3.3 can also be instruc-



tive.
Our theoremis:

Theorem 1 Let M and N be acyclic expressions and let M be a type-
0 secure encryption scheme. Suppose that M = N. Then [[M]]n = [[N]]n.

Proof The proof is a hybrid argument, as in [11,18,37]. One must be
particularly careful in forming the hybrids, relying on acyclicity. Because of the
generality of the claim, the description of the hybrid argument is somewhat
complex. Therefore, we include a running example, in italics. We also break up
the proof into several phases.

Key renaming The first phase of the proof deals with renaming keys.
Roughly, its goal is to modify the expressions M and N by renaming keys so that
pattern(M) = pattern(N), still, and M has “hidden” keys Ki,...,Kmand N has
“hidden” keys Ki,...,Kn, where Kiencrypts Kionly when | 2 i, and both M and N
have “recoverable” keys Ji,...,Ju.

As above, Keys(M) is the set of all keys that occur in M. First we partition
Keys(M), separating those keys that the adversary can recover from the rest:
recoverable(M) = {K € Keys(M) | M ‘ K}
hidden(M) = Keys(M) - recoverable(M)

Let u = |recoverable(M)| and let m = | hidden(M)|. We form a graph Gm =
(Vm,Em) whose vertices are Vm = hidden(M) and where there is an arc K = K%in
Emif and only if K encrypts K®in M. (Recall that K encrypts K®in M if there is a
subexpression {M1}k of M where K° occurs in M1.) The acyclicity of M means that
Gwmis acyclic and, as a consequence, we can rename the keys in Keys(M) so that
the hidden keys are Ki,...,Km, the recoverable keys are J1,...,Ju, and Ki = Ki € Em
implies | 2 i. In other words, a deeper key of M gets a smaller number. We let

MP be the resulting expression.

Let us start our running example. Suppose that M is the expression:

{O}ke {K1 1}ka K2 {O}ks {Ke}ka {K1 K3}ka {1 1 1}ks O {K1}Ke {K5}K2

Here we have omitted commas, for readability, and also parentheses. The
parentheses are irrelevant in this example, but we should hold them fixed as the
example is developed; for concreteness, we may think of elements as being
grouped left-to-right, so that a b c d is short for (((a,b),c),d). In this example, we
have:

Keys(M) = {K1,K2,K3,Ka,K5,K6}
recoverable(M) = {K2,Ks}
hidden(M) = {K1,K3,K4,Ke}



The graph Gm = (Vm,Em) has vertices Vm = {K1,K3,K4,Ke} and arcs Ka - K1, Ka = K3,
K4 = Ke, and Ke = K1. We rename (K1,K2,K3, K4,Ks,Ke) to (K1,J1,K2,K4,J2,K3),
obtaining a new expression MmO

{0}k {K1 1}KkaJa {O}k2 {K3}Kka {K1 K2}ka{1 1 1}20 {K1}ks {J2}12

Because M ~ =N, and by the definition of equivalence up to renaming,
there exists a function o on Keys(N) such that pattern(M) = pattern(No). The
keys that occur in this pattern are those in the sets recoverable(M) and

recoverable(Na), which are therefore equal. Moreover, the value of 6 on
hidden(N) is irrelevant, since the keys in this set get obliterated with the symbol
2. So, by acyclicity, we can again rename those keys to Ki,...,Knin such a way
that Kiencrypts Kionly if | 2 i. This renaming is much as in M, so we omit its

justification. We obtain a function o%and an expression N°such that N° = Noo,
MO = NO, recoverable(MO) = recoverable(NO) ={)1,....u}, hidden(No) ={Ka,...,Kn},
and Kiencrypts Kiin N only if | > i.

Continuing our example, let N be the expression:
{1 1}k2 {K3}Kk2 K1 {K3}K2 {K8}Kk2 {1}Kks {1 1 1}k3 0 {0 O}ks {K3}k1

so recoverable(N) = {K1,K3} and hidden(N) = {K2,Ks5,Ks}. We rename
(K1,K2,K3,Ks,Ks) to (J1,K3,J2,K1,K2), obtaining a corresponding ex-pression NO:

{1 133 {J2}ks )1 {J2}ks {K2}s {1}k1{1 1 1}20 {0 O}x2 {J2}n

Note that N° (and N) have a different number of hidden keys than M° (and M).
On the other hand, they have the same number of recoverable keys; this
equality is implied by the definition of equivalence.

In sum, we can thus apply renamings to M and N, obtaining M® and N such
that pattern(M°) = pattern(N°), M? has hidden keys K1,...,Km, N has hidden keys

Ki,...,Kn, if Kiencrypts Kithen | 2 i in both M© and NO, and both have recoverable
keys J1,...,Ju.

The hybrid patterns Miand N;j In the next phase of the proof, we
introduce patterns (that is, extended expressions) Mo,Mi,...,Mm and No,N1,...,Nn

so that these patterns form a chain between M and N°. Relying on the function
p from Section 3.2, we let:

Mi = p(M° recoverable(M®) U {Ka,...Ki})

where Ki,...,Km are the hidden keys of MPandi€e {0,...,m}. In particu-lar, we
have Mo = pattern(M°) and Mm = M°. Similarly, for j € {0,...,n}, we let:

N = p(N° recoverable(N°) U {K,...,Kj})

and in particular obtain No= pattern(NO) and Nn= N°. Intuitively, Miand Niare
the patterns that the adversary sees in M°and NO, respectively, if the

22



adversary has a priori knowledge of the otherwise hidden keys Ki,...,Ki. The
ordering of the keys guarantees that this knowledge does not permit the
discovery of other hidden keys.

In our example, we have:

MO

k

Ma: {0}k s{Kil} J1, 2 4 . 2 3 1

{O}K {K3}K 3 2 2 3 1
{K1 K2}k 2 2 1

{111} O{Ki}k {J2hMs3: {0} 2
J1 {0} 2 2 {111} O {Ki}k {J2hM2: 2

k 2 J1{0} 2 2 {111y 0 2 {)2hM1: 2 2
I 2 2 2 {112 0 2 {)2h Mo : 2 2
) 2 2 2 {111}.0 2 {2}

No: 2 2 I 2 2 2 {111} , 1

0 2 {J2}yN1: 2 2 Ji, 2 1
2 2 {1k {111} © 2, 2 2 N
{92 N2: 2 2 I 2 2

k{l} {111} 0{00}k {J2pyN3: {11}z {J2}ks Ji{J2}ks{K2}xs  {1}xx {111}0{0
O}k2{J2}n

NO

Note that pattern(M°) = Mo = No = pattern(N°).

Defining ensembles for the patterns Miand N; Next we map each
of the patterns Mo,...,Mm,No,...,Nn to an ensemble [[Mo]] n n
n n sy [[Mm]], [[No]1,...,[[Nn]], respectively. We

define this mapping by extending the conversion algorithm of
Figure 1 so that it applies to patterns, not just to expressions. The extension is
simple: any time it encounters the symbol 2, it returns the encryption of 0 using
a new, fixed key, which is used for no other purpose. More precisely, we extend
the algorithm of Figure 1 by adding to Initialize the line:

) T(Ko)<K(n)
and adding to Convert the lines:

if M =2 then

Yy ) o < Ex(k)(0)
return  hy,“ciphertext”i

Finding a large gap Clearly [[M]]n n = [[MO]] , since M and M°
differ only in their indexing, and similarly n n [[N]] = [[NO]] .
Therefore, our goal is to show that [[M°]]n = [[N%]]n.

We argue by contradiction: we assume that there is an adversary A that

distinguishes [[MO]] and [[NO]] , in order to contradict the type-0 security of .
According to the definitions, the adversary A runs in polynomial time, and the



function:

An)=Prly <[IM%In: A(n,y) = 1] - Prly <[[N°TIn: A(n,y)
= 1]

is not negligible, that is, for some constant c, for some infinite set N, A(n) >n~°
foralln €N.ForO0<i<mand1<j<n,we define:

Prly  <[[Millnm: Aln,y) = 1]

R

Prly  <[INjllnn) : A(n,y) =1]

pi(n)

ai(n)

Below, we sometimes omit the argument n for notational simplicity. Since MO =
Mm and N°= Nn, we have that A = pm - gn. In addition, we have that po= qo
because M? and N°yield the same pattern, so we also have that:

A = (pm-pm-1)+ (pm-1— pm-2) + ... + (p1— po) + (qo- q1) +
(g1-qg2) + ...+ (gn-1-qn)

We thus have m+n summands that add up to A. By the triangle inequality, there
is eitheri € {1,...,m} such that pi— pi-1> A/(m + n) or there is j € {1,...,n} such that
gi-1—qi = A/(m+n). Moreover, a suitable index i or j exists for each n € N, so there
is an index i or j that works for infinitely many n € N, since the number of
summands is finite and fixed. Let i be such an index; the case of an index j is
exactly analogous. Hence, there exists an infinite set N° € N such that pi(n) -
pi-1(n) = A(n)/(m + n) for each n € N°.

In our example, we are assuming that there is some adversary A with a good

advantage, say 0.50, in distinguishing [[Ma]]and [[N3]] ny ninl , that
is, [[M]] npn An] and [[N]] . So the
adversary A will Ain] Ain] Ain]
nin] nin] nin] Mn] Mn] Mn]
nin] ninl ninl ninl nin] distinguish one
of nnl ninl the following
with advantage at least nin 0.50/7: [[M4]]  and [[M3]] ;
[[M3]]and [[M2]]  ;[[M2]]  and[[M1]] ;[[M1]] - and [[Mo]]

[[No]] and [[N1]]  ;[[N1]]  and [[N2]] ;or [[N2]] and [[N3]] . For
example, suppose that it is [[M3]] and [[M2]] . Then A answers 1
substantially more often when given samples from [[M3]] than when given

samples from [[M2]]n[n]-

algorithm  0A"8(n)
. forK € Keys(M°) do
. UK)&EK(n)y &Convert2(M°)

b<A(n,
y) return b

algorithm Convert2(M*)
if M*= K where K € Keys then return
ht(K),“key”i
if M*=b where b € Bool then
return hb,“bool”i
if M*= 1 (M*,M*) then
return hConvert2(M*),Convert2(M*),“pair”i if M*



= {M*} then 1 2
ifKe 1
) 1
{J1,...,0u,K1,...,Ki-1} then

xéConvert2(M*)

y <Ex(K)(x)

return hy,“ciphertext”i else
if K= . Kithen

1x¢&Convert2(M*)

y' «f(x)

return hy,“ciphertext”i else if K
€ ) {Ki+1,...,Km} then

y <g(0)

return hy,“ciphertext”i

R
Figure 2: Given an adversary A that i i1 n
distinguishes [[M?]] )
from [[Mo 1],
the adversary Ao violates the type-0 security of M, using the oracles f and g. As in
the rest of the proof, Ki,...,Km are the hidden keys and J1,...,Juthe recoverable
keys of MC.

Contradicting the type-0 security of N Using A, we construct an
adversary Ao that violates the type-0 security of IN. The definition of Aois in
Figure 2. Since Ao attacks the type-0 security of an encryption scheme, it has
access to two oracles, f and g. Those oracles can be instantiated in one of two
ways. In one case, the oracle f is Eki(), for a randomly chosen ki ¢-K(n), while the

R R oracle
g is Eko(), for oa randomly chosen ko & <K(n).In the other case, the * oracle
fis Ex(0), for arandomly chosenko °<K(n), °while the oracle g is again Ex
0 R

(0). 0
We have:
pi(n) = Priki,ko <K(n) : AR()
p-i(n) = Boll(n) = 1] Prko ¢-K(n)
. AEko(0), Eko(O)(n) =1]
0
These equalities hold because Convert2(M°) returns a sample from [[Mi]] n

when f=Ek i () and g = Ek(), o and Convert2(MP) returns a sample from
n [[Mi-1]] o 0 when f = Ek(0) and g = Ek(0). In

both cases, notice that en-cryption under a recoverable
key K corresponds to encryption under the associated key t(K). Encryption under
a hidden key K in {K1,...,Ki-1} also corresponds to encryption under the
associated key t(K), while encryp-tion under a hidden key in {Ki+1,...,Kn} results in
0 encrypted under ko. For the first equality, encryption under the hidden key Ki
corresponds to en-cryption under ki; for the second, encryption under Kiresults
in 0 encrypted under ko.

We therefore also have:

Advnn)(Ao) = Pr[kiko <-K(n) : AEk(:

Boll(n) = 1] - Prlko <K(n) :
= AEko(0), Eko(O)(n) =1]



pi(n) = pi-1(n)
For infinitely many values of n (those greater than (m+n) in N°), we obtain:
0Advnpnj(Ao)  A(n)/(m+n)

>> n"¢/(m +n)

> n—(C+1)

Hence, the function Adv® nin] (Ao) is not negligible. This conclusion contra-dicts
the hypothesis that the encryption scheme I is type-0 secure, as de-sired.

Completing our example, let us suppose that A answers 1 substantially more
often when given samples from [[M3]]n[n) than when given samples from
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nin [[M2]] , as above. We use A to
show that the encryption scheme M is not type-0 secure by
constructing a successful adversary Ao against M. This adversary relies on two
oracles f and g, with two instantiations each. The two instantiations come from
the definition of type-0 security. With the first , instantiation, Aocreates a

sample from [[M3]] and nn] then calls A. With
the second instantiation, Ao creates a sample from [[M2]]

and then calls A. Therefore, Ao answers 1 substantially more often in
the first case. 2

Theorem 1 gives an asymptotic statement of security. From its proof one
can, as always, extract a corresponding concrete-security statement. This
statement would say the following. Let M and N be acyclic expressions with m
and n keys and lengths |M| and |N|, respectively. (The length of an expression
is just the number of rules used to generate it.) Suppose that M = N.
Assume " further that m,n > 1, thus excluding only triv-ial cases. Fix a security
parameter n and an encryption scheme . Let A be an adversary that runs in

time t and achieves advantage
M="" o nm Prly <[[M]] :Alny) =
1] - Prly <[[N]] :Alny) =
1] in distin-

guishing [[M]]nn; and [[N]]n[n]- Then there exists an adversary Ao that
breaks the type-0 security of MN[n] with advantage o= Adv° nn) (Ao) 2
/(m + n). Moreover, there exist constants a and a® such that Ao makes

at most max{m,n} queries to its encryption oracles, these queries having length
at most a® max{|M|,|N|}; and the running time of Aois at most
t+aTnm)(|M|+|N|), where Tn[n] is the maximum time to choose a key
from K(n) plus the time to encrypt a message of length at Omost a

max{|M|,|N]} bits using the key. The numbers a and o depend only on
encoding conven-tions and details of the model of computation.

One may wonder whether a converse to Theorem 1 holds, that is, whether
indistinguishability implies equivalence. Such a converse fails for a fairly trivial
reason: if applying the algorithm of Figure 1 to the expressions M and MO gives
rise to encryptions of strings outside the message space Plaintext of the
encryption scheme I, then identical ensembles may be associated with M and
M° even when M and M are not equivalent. We have not explored whether the
converse holds when Plaintext is large enough.

6 Conclusions

The formal approach to cryptography often deals with simple, all-or-nothing
assertions about security. The computational approach, on the other hand,
makes a delicate use of probability and computational complexity. However,

one may intuit that the formal assertions are valid in computational mod-els, if
not absolutely at least with high probability and against adversaries of limited
computational power. In this paper, we develop this intuition, ap-plying it to the
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study of encryption. We prove that the intuition is correct under substantial but
reasonable hypotheses. This study of encryption is a step—perhaps modest but
hopefully suggestive—toward treating security protocols and complete systems,
and toward combining the sophistication of computational models with the
simplicity and power of formal reasoning.
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http://facweb.cs.depaul.edu/mobasher/classes/ect584/Papers/ContentBasedRS.pdf
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20Agents%20-%20TCIAIG%202014.pdf
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20Agents%20-%20TCIAIG%202014.pdf
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https://www.researchgate.net/publication/254265848 Determinants of Internet advertis

ing effectiveness An empirical study

11. Discovering important bloggers based on analyzing blog threads. URL.:
https://pdfs.semanticscholar.org/5191/45987ce5d996ble2a2c7fc19e7¢3e9632634.pdf
12. Efficient  simplification  of  point-sampled  surfaces. = URL:

https://www.graphics.rwth-aachen.de/media/papers/p Pau021.pdf

13. Emergence of linguistic features: independent component analysis of
contexts. URL:
http://research.ics.aalto.fi/publications/bibdb2014/pdf/HonkelaO5NCPW.pdf

14. Emergence of linguistic representations by independent component
analysis. URL.:
http://research.ics.aalto.fi/publications/bibdb2014/pdf/HonkelaO5NCPW.pdf

15. General composition and universal composability in secure multi-party
computation. URL:

https://www.researchgate.net/publication/4038207 General composition and universal

composability in secure multi-party computation

16. Geovisualisation: A newer GIS technology for implementation research in
health. URL.: http://file.scirp.org/pdf/JGIS_2015020214211208.pdf

17. https://eprint.iacr.org/2011/355.pdf

18. Knowledge-based systems. - Journal. URL.:
http://www.journals.elsevier.com/knowledge-based-systems

19. Light stemming approaches for the French, Portugese, German and
Hungarian languages. URL:
https://pdfs.semanticscholar.org/f49c/c1b64ed6adf3725a20dccaf475da747729fc.pdf

20. Matrix factorization recommender systems. URL.:

https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf

21. Modular security proofs for key agreement protocols. URL:

http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf

22. On the (non)-equivalence of UC security notions. URL.:

23. Real-time game adaptation for optimizing player satisfaction. URL:
https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a. pdf

24, Reconciling two views of cryptography. URL:

http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf
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25. Semantology as basis for conceptual knowledge processing. URL:
http://www.academia.edu/310287/Semantology As_Basis_for_Conceptual Knowledge

Processing
26. Text categorization with support vector machines: learning with many
relevant features. URL:

http://www.cs.cornell.edu/people/tj/publications/joachims 98a.pdf

27. Thumbs up? Sentiment classification using machine learning techniques.

URL: http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf

28. Unsupervised and knowledge-free learning of compound splits and
periphrases. URL: http://wortschatz.uni-
leipzig.de/~cbiemann/pub/2008/HolzBiemannCicling08.pdf

29. Unsupervised and knowledge-free natural language processing in the
structure discovery paradigm. URL.: http://wortschatz.uni-

leipzig.de/~cbhiemann/pub/2007/Biemann07diss Structure-Discovery-final.pdf

Web Corpus construction. Synthesis lectures on human language technologies. URL:

http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HLT022

Ilepeuens B/l u UCC
Tabnuya 2
Nent HanmenoBanue
/m
1 | Mexnynapoansle pedepatuBHble HaykoMeTpuueckue b/l, nocrynHeie B pamkax

HalMOHAIILHOM nmoanucku B 2021 T.
Web of Science
Scopus

[Tpodeccuonanpubie momHOTEKCTOBBIE BJI, JOCTYITHBIE B paMKax HAIMOHATILHON
noanucku B 2021 r.

Kypuaner Cambridge University Press

ProQuest Dissertation & Theses Global

SAGE Journals

Kypnansr Taylor and Francis

3 | IlpodeccronanbHble TOTHOTEKCTOBBIC B/

JSTOR

W3nanus o oOMEeCTBEHHBIM U TYMaHHTAPHBIM HAyKaM
OnekrponHas 6ubamoreka Grebennikon.ru

4 | KoMnbrOTEpHBIE CIIPAaBOYHBIE TPABOBBIE CUCTEMBbI
Koncynbrant Ilmtoc,
l"apanT
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e 7. MaTepHaJbLHO-TEXHHYECKOE 00eceuyeHne TUCIUIIINHBI (M00Y/i)

3aHATHUS 0 KypCY MOXHO IPOBOJUTH C MAKCUMAaIbHOH 3()()eKTUBHOCTHIO B
KOMITBIOTEPHOM KJIACCE MIIU ayAUTOPHUU C TOCTYIIOM B MIHTEpHET, IPOEKTOPOM U SKPaHOM IS
npe3eHTanuii. Heo6xoaumo Taxoke Hamuuue 10CKU UK (paumyapra, YToObl IPenoaaBaTelb MOT

pa36HpaTL IIPUMCEPEI 110 X0y 00BICHEHHS U 3aIMCHIBATh 3aJaHus.

Ilepeuens 11O
Nent Haumenosanue I10 [IpouzBoautens | Cnocol pacnpocTpaHeHus
/m (ruyenszuonnoe unu
€c680000HO
pacnpocmparsiemoe)
1 Microsoft Office 2010 Microsoft JIMIICH3UOHHOE
2 Windows 7 Pro Microsoft JIMIIEH3HOHHOE
3 Microsoft Office 2013 Microsoft JIMIICH3UOHHOE
4 Kaspersky Endpoint Security Kaspersky JIMIIEH3HOHHOE
5 Zoom Zoom JIUIIEH3MOHHOE
30.

e 8. OGecrneuenue 00Pa30BATEJILHOI0 MPOIECCA AJIS JHUIL C OTPAHUYCHHBLIMH

BO3MOKHOCTAMM 3/10pOBbA U HHBAJIUW/I0B

B X0J¢€ peamm3any JUCHUIIIIMHBI UCIIOJB3YIOTCA CICAYIOIMUEC NTOIMOJTHUTCIbHBIC
METO/bI 06yqu1/1$1, TCKYIIETO KOHTPOJIA YCIIEBAEMOCTHU U HpOMCKYTOQHOﬁ aTTeCcTalnun

06yqa}01111/1x051 B 3aBUCUMOCTH OT UX MHAWBUAYAJIbHBIX 0COOCHHOCTEH:

® IS CJETBIX U CIa00BUASIINX:

- JeKIUU OQOPMISIOTCS B BHUAE JJIEKTPOHHOTO ITOKYMEHTA, JOCTYITHOTO C TOMOIIBIO
KOMITHIOTEPA CO CHEIUATU3UPOBAHHBIM TPOTPAMMHBIM 00ECTICUCHHEM;

- TIMCbMEHHBIC 3aJlaHUs BBINOJHSIOTCA Ha KOMIBIOTEpE CO CHEIUATU3UPOBAHHBIM
MPOrPpaMMHBIM 00€CTIedeHUEM, UM MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrnieunBaeTCsl MHIWBUIyAIbHOE paBHOMEpPHOE ocBelieHne He meHee 300 Jrokc;

- JUIS BBITIOJIHCHMS 3aJlaHusl TIPH HEOOXOAMMOCTH TIPEJIOCTABISCTCS YBEIMUMBAIOIIEE
YCTPOMCTBO; BOBMOYKHO TaKK€ UCIIOJIb30BAHUE COOCTBEHHBIX YBETUYUBAIOIINX YCTPOUCTB;

- MIUCbMEHHBIE 3a/1aHusl OPOPMIIAIOTCS YBETHUEHHBIM MIPUPTOM;

- 9K3aMEH U 3a4€T MPOBOAATCS B YCTHOU (pOpME UITH BBIMOIHSIOTCS B TUCbMEHHON (hopMe Ha
KOMIIBIOTEPE.

® I TIIYyXUux v cna6ocm>1maumx:

- Jekuud O(OpPMIIIOTCS B BHJIE JJIEKTPOHHOTO JOKYMEHTa, JHOO MpPedOCTaBIsETCS

3BYKOYCWJIMBAIOIIAA anmaparypa HHAUBUAYAJIbHOI'O TTOJIb30BAHU A,
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- MUCHbMEHHBIE 3aJJaHUs BBITIOJIHAIOTCS Ha KOMITBIOTEPE B MUCbMEHHOM (hopMme;

- 9K3aMEH M 3a4€T MPOBOJISATCS B MUCbMEHHOM (hopMe Ha KOMITBIOTEPE; BO3MOXKHO ITPOBE/ICHUE
B (hopMe TECTUPOBAHUS.

® I JIUI] C HAapyIIEHUSMU OITOPHO-JBUIaTEeIbLHOTO anrapara:

- JeKUuM O(OPMIISIIOTCA B BHJE 3JIEKTPOHHOI'O JOKYMEHTa, JOCTYHHOI'O C IOMOILBIO
KOMITBIOTEPA CO CHEIMATM3UPOBAHHBIM ITPOrPAMMHBIM 00eCTIeUeHHEM;

- TNHCHMEHHBIC 33JaHUS BBINOJHAIOTCA HAa KOMIBIOTEPE CO CHEIHAIH3UPOBAHHBIM
IIPOrpaMMHBIM 00€CIIEUCHUEM;

- 9K3aMeH M 3au4€T NPOBOAATCA B yCTHON (hopMe MU BBIIIOJIHSIOTCS B MMCbMEHHOM (popme Ha
KOMITBIOTEPE.

[Tpu1 HEOOXOIMMOCTH TIPeTyCMaTPUBACTCS YBEITUYCHNE BPEMEHH IS TIOATOTOBKHU OTBETA.

IIponienypa  mpoBeAeHUs  NPOMEXKYTOYHOM  aTTecTalMu A OOy4YaroLIUXCs
yCTAHABJIMBAaeTCSI C Y4E€TOM HX MHIUBUAYAIBHBIX ICUXO(U3MUYECKHMX OCOOEHHOCTEH.
[TpomexyTouHas aTTeCTalus MOXKET IPOBOJUTHCS B HECKOJIBKO ATAIIOB.

[Tpu npoBeneHUU MpOLERyphl OLECHUBAHUS PE3yJIbTATOB OOYUYSHHS MPEITyCMaTPUBACTCS
UCIOJIb30BAaHUE TEXHUYECKUX CPEJICTB, HEOOXOAMMBIX B CBA3M C HMHIUBUAYaJIbHBIMU
0COOEHHOCTAMH 00yUarOIMIUXCsl. DTH CPEACTBA MOTYT OBITh ITPEOCTABIEHBl YHUBEPCUTETOM, WIIH
MOTYT HCIIOJIb30BaThCsl COOCTBEHHBIE TEXHUYECKHE CPECTBA.

[lpoBenenue mpoleAypbl OIEHWBAHUS  PE3YJNbTaTOB OOydYeHHsS  JIOIyCKaeTcs C
UCIIOJIb30BAaHUEM JUCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTUH.

ObecneunBaeTcs A0CTyN K MH(MOPMAIMOHHBIM U OMOIMOrpauyeckuM pecypcaMm B CETH
WuTepHer s Kaxkaoro oOywaromierocsi B ¢gopMmax, aJalTUPOBAHHBIX K OTPaHUYEHHUSM HX
3I0POBBSI ¥ BOCTIPHSITHS MHPOPMALIUH:

® s CIeNbIX U CIa00BUAALIMX:

- B ICYaTHON (pOopMe yBETMUEHHBIM HIPUPTOM;

- B (hopMe IJIEKTPOHHOTO JJOKYMEHTA;

- B popme ayauodaiina.

® ISl TIYyXWUX U CIA0OCIBIIIAIINX:

- B Ie4aTHOH opMme;

- B (hOpMe 3JIEKTPOHHOTO JOKYMEHTA.

® s O0YJAOUINXCS C HAPYIIEHUSIMH OTIOPHO-/IBUTATEIILHOTO armapaTra:
- B Ie4aTHou dopme;

- B (hOpMeE IIEKTPOHHOTO JOKYMEHTA;

- B hopme aynuodaiina.
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Y4eOHble ayAUTOpUH IS BCEX BHJIOB KOHTAKTHOW M CAMOCTOSITENILHON pabOThI, HaydHas
O0ubnMMoTeKa M MHbBIE MOMEIICHUS sl 0Oy4eHHUs OCHAIICHBI CIICIHATbHBIM 000pYyAOBAaHHEM U
y4eOHBIMU MECTaMH C TEXHHUUYECKUMHU CPEJICTBAMU O0yUEHUSI:

® IS CJETBIX U CIa00BUASIINX:

- YCTPOMCTBOM JJIsl CKaHUpoBaHus 1 uTeHus ¢ kamepoit SARA CE;

- nucrieeM bpaiins PAC Mate 20;

- npuntepoMm bpaitns EmBraille ViewPlus;

® Ui TIyXUX U c1a0O0CIbIIIANIMX:

- aBTOMAaTU3MPOBAaHHBIM pabOYMM MECTOM JJsi JIOJeH C HapylleHHeM CcllyXa H
¢l1a00CIIBIIIAIINX;

- aKyCTHYECKHUM yCHIINTENb U KOJIOHKH;

® i 00y4arOIIUXCs C HAPYUICHUSIMHU OMOPHO-/IBUTATENILHOTO allapara:
- IepeIBIKHBIMH, PETYIUPYEMbIMH dproHoMuueckumu napramu CU-1,

- KOMHBIOTCpHOfI TEXHHUKOH CO CIICHUAJIbHBIM IPOIrpaMMHBIM 00CCIICUCHHEM.

e 9. Meroanyeckne MATEPUAJILI

o} 9.1 [lnanbl NpakTHYeCKUX 3aHATHA. MeToanueckue ykazaHus no

OpPraHM3alu U NMPOBeAeHHI0

3anstue 1-3. OcoOeHHOCTH TEeKCTa aKaJeMH4ecKoro cTuis (6 d.)
Lens 3ansTus: U3yuenne ocOOEHHOCTEH TEKCTOB aKaIEMUUECKOTO CTHIIA.

B pe3ynbrare BbINOJIHEHUS 3aJaHUS CTYICHTHI 10JKHBI:
- 3HATh OCOOEHHOCTH SI3bIKA U HAYYHBIX CTaTEH;
- OBITh TOTOBBIMH YYUTHIBATh UX MPHU MIEPEBOJIC U MMOPOKIECHUU COOCTBEHHOTO TEKCTA.
3agaHus:
N3yunte 0cOOEHHOCTH TEKCTOB aKaJIeMUUYECKOT0 CTUIISI, 0Opalias BHUMaHKE Ha JIEKCUKO-

rpaMMaTH4YecKue 0COOCHHOCTH s3bIKa, HA TPEOOBAHUS K UX HAMKMCAHUIO, O()OPMIICHUIO U

CTPYKTyp€ TEKCTa.
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YKka3zaHus 110 BLITOJIHEHUIO 3aJaHul
[Ipoananu3upyiTe CUHTAKCUYECKYIO CTPYKTYPY TEKCTOB aAKaJEMHYECKOTO CTHUIIA.

[Ipoananu3upyiiTe rpaMMaTUYECKyI0 CTPYKTYPY TEKCTOB aKaJeMHYECKOTO CTHIIS.

KoHTpoJIbHBIE BOIIPOCHL:

KakoBbl OCHOBHBIE XapaKTEPUCTUKHU aKaJEMHUUYECKOTO CTUJIA B aHTJIMICKOM SI3bIKE?

KakoBbI OCHOBHBIE JICKCUKO-TPAMMAaTHYECKUE OCOOEHHOCTH TEKCTOB aKaJIEMUUYECKOTO CTHJIISA?
Ha3zoBute HEKOTOpBIE KIMIIE, CBOMCTBEHHBIE MMCbMEHHBIM TEKCTaM aKaJEeMUUYECKOTO CTHJIA B
AHTIINHACKOM SI3BIKE.

HazoBuTe OCHOBHBIE INPHUHATBIC CTHIIN IIPaBUJIa HUTUPOBAHUA U OQ)OpMHeHI/Iﬂ CCBIJIOK.

HcTouHuKkH U muTeparypa

Jlamviwes, JI. K. TexHonorus nepeBoja : y4eOHUK U MPAKTUKYM ISl By30B /
JI. K. JIareimes, H. FO. CeBepoBa. — 4-¢ u3n., nepepad. u qon. — Mocksa : U3narenscTBo
FOpaiit, 2020. — 263 ¢. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-00493-9. — Tekcr :
anektpouHbIi // DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/450082 (mata oOpamieHus:
09.02.2021).

3anstue 4-6. Bunel HayuHbix crareil. CTpyKTypa Hay4HOU cTaTh. (6 4.)

[ens 3ansTus: M3yuenue ocoOeHHOCTEN CTPYKTYpbI, IPUCYIIEH TEKCTaM aKaJleMUYECKOTO

CTHUJIA.

B pesynbprare BBINOIHEHUS 3aJaHUS CTYICHTHI JTOJKHBI:
- 3HaTh 0COOEHHOCTH KOMIIO3HUIIMH HAayUHBIX CTaTel;

- OBITh TOTOBBIMU YUUTHIBATh UX MPHU MEPEBOJC U MOPOKIECHUN COOCTBEHHOTO TEKCTA.
Samanus:
Ha ocHOBE mnpemyioxEeHHOW TEMbl HATMIINUTE aHHOTALUIO K CTaThe.

Ha ocnose HpG,Z[.HO)KCHHOﬁ TEMBI COCTAaBbTC CIIMCOK KJIFOUYCBBLIX CJIOB.

Ha ocHOBe npemyioxeHHOM TEMbI COCTABbTE IJIAH HAYYHOW CTAThHU.


https://urait.ru/bcode/450082
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YKka3zaHus 110 BLITOJIHEHUIO 3aJaHul

IIpoananu3upylTe CHHTAKCUYECKYI0 CTPYKTYPY Hay4HOU CTAThH.

[Tpoananu3upyiTe rpaMMaTUYECKYI0 CTPYKTYPY Hay4HOM CTaTbH.

CocraBbTe repyHananbHble, THOUHUTUBHBIC, IPETIOKHBIE WIM IPUYACTHBIE 000OPOTHI AJIs
Hay4HOU CTaTbH I10 IPEUIOKEHHON TEME.

[TpuBennTe npUMepsl KOJIMUYECTBEHHOW U 00pa3HON SKCIIPECCUBHOCTY AJI1 HAYYHOU CTaThH 110
MPEJI0KEHHON TEME.

[TpuBenuTe NpUMEPBI KHUKHBIX CJIIOB U TEPMUHOJIOTUU I10 IIPEITIOKEHHON TEME B HAYYHON
CTaThe.

VYKaxuTe CBSA3M MEXy MPEIOKEHUSIMU, MEXKTy ab3aliaMy B HAYYHOM CTaThe.

KoHTponbHbIe BOPOCHI:

Oco0eHHOCTH U3JI0KEHUS, IPUCYIIINE HAYYHOMY TEKCTY, U UX OTpa’keHUE B MPOIECCE NIEPEBOA.
3HAYUMOCTh KOHTEKCTA.

[TepeBogueckuie TpaHcHOpMAIMH U UX MPAKTUIECKOE TPUMEHEHUE.

KomnerotepHoe o0ecnieueHre NepeBoUYeCKO AEITEIbHOCTU: AIEKTPOHHBIE CIOBAPU, CUCTEMBbI
aBTOMATHU3UPOBAHHOTO MEPEBOJIA.

VcTouHuKH U nmuTeparypa

Efficient simplification of point-sampled surfaces. URL: https://www.graphics.rwth-

aachen.de/media/papers/p Pau021.pdf

Emergence of linguistic features: independent component analysis of contexts. URL.:
http://research.ics.aalto.fi/publications/bibdb2014/pdf/HonkelaO5NCPW.pdf

Matrix factorization recommender systems. URL.: https://datajobs.com/data-science-

repo/Recommender-Systems-%5BNetflix%5D.pdf

Thumbs up? Sentiment classification using machine learning techniques. URL.:

http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf

3anstue 7-17, 1-9. KomnbroTepHast TUHTBUCTHKA. (34 4.)

B PE3YIBTATC BBIIIOJHCHUA 3aJaHUA CTYACHTBI JOJI2KHBI:


https://www.graphics.rwth-aachen.de/media/papers/p_Pau021.pdf
https://www.graphics.rwth-aachen.de/media/papers/p_Pau021.pdf
http://research.ics.aalto.fi/publications/bibdb2014/pdf/Honkela05NCPW.pdf
https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf
https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf
http://www.cs.cornell.edu/home/llee/papers/sentiment.pdf
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- HAY4YUThCS IIPUMEHSATH HA IIPAKTUKE COOTBETCTBYIOIIHAE KOHTEKCTY IIEPEBOJUYECKUE CTPATETUU
JUISL JOCTUKEHUSL ONITUMAJIBHOT'O PE3yJIbTaTa;
- HAYYUTbhCs IPAaBUIBHO UICHTU(UIUPOBATH U IEPEBOAUTH TEPMHUHBI;

- HAYYUTLHCS y4aCTBOBAThH B 66C€I[€ IO TEMEC 3aHATHA.

3agaHus:

1. I/I3qu/ITC Hpe,I[J'IO}KCHHHﬁ TEKCT U BBIACIUTE B HEM YCPThI HAYUYHOI'O CTUJIA, @ TAKXKE
TEPMHHBI, COOTBETCTBYIOIINEC TCMC.

2. BeimonHuTe NIEPEBOJI TEKCTA.

VYkazaHus Mo BBHITOJIHEHUIO 3aJaHUS:

IIpoananu3upylTe CHHTAKCUYECKYI0 CTPYKTYPY NPEIIOKEHHOTO TEKCTA.
IIpoananu3upyire rpaMMaTHYECKYI0 CTPYKTYPY MPEJIOKEHHOTIO TEKCTA.

Beienure B npeyioxKeHHOM TEKCTE repyHIuallbHble, UH(OUHUTUBHbIE, IPEJIOKHBIC I
pUYacTHbIE OOOPOTHI.

[TpuBenuTe npUMepsl KOIMUYECTBEHHONW U 00pa3HON SKCIIPECCUBHOCTH U3 MPEJI0KEHHOTO
TEKCTA.

IIpuBenuTe npuMeEpPsI KHUKHBIX CJIIOB U TEPMUHOJIOTUU B IPEII0KEHHOM TEKCTE.
Beinenure cBsi3u Mex a1y NpeaaokKeHUsIMU, MeX1y ad3araMy B IPEJI0KEHHOM TEKCTe.

[Ipoananmu3upyite aBTOPCKYIO pedb B IPEIJI0KEHHOM TEKCTE.

KoHTposibHBIE BOITPOCHI:
Kaxkue nepeBoueckue cTpaTeruu COOTBETCTBYIOIINE KOHTEKCTY BbI 3HaeTe?
Kakne TepMuHBI MOKHO OTHECTH K TeMe «KOoMMbIOTEpHAst TMHTBUCTHKA ?

Yro Takoe (KOMIIBIOTCPHAsA JIMHTBUCTHKA) U KaKOBa 001acTh ee HpI/IMeHeHI/IH?

Hcrounuku u aureparypa
Web Corpus construction. Synthesis lectures on human language technologies. URL:
http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HL T022

Automatically generating extraction patterns from untagged texts. URL:

https://www.cs.utah.edu/~riloff/pdfs/aaai96.pdf



http://www.morganclaypool.com/doi/abs/10.2200/S00508ED1V01Y201305HLT022
https://www.cs.utah.edu/~riloff/pdfs/aaai96.pdf
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Light stemming approaches for the French, Portugese, German and Hungarian languages. URL.:
https://pdfs.semanticscholar.org/f49c/c1b64ed6adf3725a20dccaf475da747729fc.pdf

3anstue 10-18. Pexomennarenbubie cucteMbl. KoMibroTepHbie urpsl. (16 4.)

B PE3YIBTATC BBIIIOJHCHUSA 3aJaHUA CTYACHTBI JOJI2KHBI:
- HAYYHUTBHCA NPHUMCEHATH Ha ITPAKTUKE COOTBETCTBYIOIHNE KOHTEKCTY IMMEPEBOJYCCKUC CTPATECT U
AJI1 JOCTUKCHUA OIITUMAJIBHOI'O PE3YyJIbTaTa,
- HAYYUTBHCA IIPaBUJIbBHO I/IIICHTI/I(bI/IIII/IPOBaTI) " NCPCBOJAUTH TCPMUHEI;

- HAYYUTHCA y4aCTBOBATH B 6606,[[6 110 TCMC 3aHATHA.

Samanud:

1. W3yuure npeaioxKeHHbINH TEKCT U BBIACIUTE B HEM YEPThl HAYYHOTO CTHJIS, @ TAKXKE
TEPMUHBI, COOTBETCTBYIOLLIUE TEME.

2. BbINOJIHUTE NEPEBOJT TEKCTA.

VYka3aHus 10 BBINOJIHEHUIO 33/1aHUSA:

1.IIpoananu3upyiTe CHHTaKCUYECKYIO CTPYKTYPY MPEUI0KEHHOTIO TEKCTA.
2.IlpoaHanu3upyiTe rpaMMaTHUECKYIO CTPYKTYPY NPEIOKEHHOTO TEKCTA.

3.BoigenuTe B MpeyioKEHHOM TEKCTe repyHAHaNbHble, THOUHUTUBHBIE, IPEI0KHbBIE HIIN
PUYACTHBIE 00OPOTHI.

4.1IpuBenuTe MpUMepsl KOJIMUYECTBEHHON U 00pa3HOI 3KCIIPECCUBHOCTH U3 NMPEITI0KEHHOTO
TEKCTa.

5.IlpuBeaute mpuMephl KHUKHBIX CIIOB U TEPMUHOJIOTUN B MPEAIOKEHHOM TEKCTE.
6.BoigenuTe cBsA3U MeXAy NPEUIOKEHUSIMH, MEX 1y ad3aliaMy B MPEII0)KEHHOM TEKCTE.

7. Ilpoanann3upyiTe aBTOPCKYIO pedb B IIPEATIOKEHHOM TEKCTE.

KoHTpoIibHBIE BOITPOCHL:
Kaxkne nepeBoaueckue cTpaTeru COOTBETCTBYIOIINE KOHTEKCTY BbI 3HaeTe?
Kakue TepMUHBI MOKHO OTHECTH K TeMe «PexomeHaTenbHble cucTeMbl. KOMIIBIOTpHBIE UTPBDY?

Yto Takoe CPCKOMCHAATCIIbHBIC CUCTCMbD» U KaKOBa 001aCcTh UX HpI/IMeHeHI/IH?

Hcrounnku u nureparypa


https://pdfs.semanticscholar.org/f49c/c1b64ed6adf3725a20dcc4f475da747729fc.pdf
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Matrix factorization recommender systems. URL:
https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf

Algorithms and methods in recommender systems. URL.:
https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-

systems asanov.pdf

Creating autonomous adaptive agents in a real-time first-person shooter computer game. URL.:
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20A
0ents%20-%20TCIAIG%202014.pdf

Real-time game adaptation for optimizing player satisfaction. URL.:
https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a.pdf

3anstue 1-17, -10. IHTENNEKTya bHbIE CUCTEMBI JUIS PA3JIMYHBIX OTpaciel 3HaHUH

(poboToTEeXHMKA, MEIUIMHA, COLIMOJIOT S, KOMITbIOTepHas rpaduka) (47 4.)

B PE3YJIbTATC BBIITOJHCHUSA 3alaHU CTYACHTBI HOJI’KHBI:
- HAYYUTBHCA NPUMCHATH Ha ITPAKTUKE COOTBECTCTBYIOIHNEC KOHTCKCTY MEPECBOAYCCKUC CTPATCT U
AJI1 JOCTUKCHUA OIITUMAJIBHOT'O PE3YyJIbTaTa,
- HAYUUTBHCA IIPaBUIJIbBHO I/IJIGHTI/I(l)I/IIII/II)OBaTB " ICPCBOJAUTb TCPMUHEI;

- HAYYUTLCH y4aCTBOBATH B 6CCCI[6 IO TCMC 3aHATHA.

Samanus:

1. I/I3qu/ITC HpCI[HO)KCHHLIﬁ TCKCT U BBIJACIUTC B HCM YCPTHI HAYUYHOT'O CTUJIA, 4 TAKKC
TCPMHHBI, COOTBECTCTBYIOIIIHNEC TCMC.

2. BhITIoTHUTE NEPEBO/T TEKCTA.

VYka3aHus 110 BBINOJIHEHUIO 3a1aHUSA:
1.IIpoananu3upyiTe CHHTAKCUUECKYIO CTPYKTYPY MPEAI0KEHHOTO TEKCTA.

2.ITpoananu3upyite rpaMMaTHYECKYIO CTPYKTYPY NPEAJIOAKEHHOTO TEKCTA.


https://datajobs.com/data-science-repo/Recommender-Systems-%5BNetflix%5D.pdf
https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-systems_asanov.pdf
https://www.snet.tu-berlin.de/fileadmin/fg220/courses/SS11/snet-project/recommender-systems_asanov.pdf
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20Agents%20-%20TCIAIG%202014.pdf
http://www.ntu.edu.sg/home/asahtan/Papers/2014/Creating%20Autonomous%20Adaptive%20Agents%20-%20TCIAIG%202014.pdf
https://pdfs.semanticscholar.org/270b/dce6053a143b32915d56808063adf8007d5a.pdf
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3.Bbinenure B Npeio:KEHHOM TEKCTe repyHIualbHble, UH(OUHUTUBHBIC, TIPEAIOKHBIC HITH
pUYacTHBIE 00OPOTHI.

4. IlpuBeanTe MpUMepsl KOTMYECTBCHHONW U 00Pa3HOM IKCIIPECCUBHOCTHU M3 MPEATIOKESHHOTO
TEKCTa.

5.IlpuBeauTte npuMepbl KHUKHBIX CIIOB M TEPMUHOJIOTHH B MPEIOKEHHOM TEKCTE.
6.Bbienure CBI3U MEXy MPEIOKESHUSIMH, MEXKy ad3allaMy B TIPEAJIOKEHHOM TEKCTE.

7. Ilpoananu3upyiTe aBTOPCKYIO pedb B MPEATIOKEHHOM TEKCTE.

KoHTpoJIbHBIE BOIIPOCHL:
Kakue nepeBosueckue crpaTerud COOTBETCTBYIOIINE KOHTEKCTY Bbl 3HaeTe?
Kakue TepMUHBI MOXKHO OTHECTH K TeMe «PoboToTexHnKa»?

Yro Takoe «KOMIIBIOTCPHAA I‘pa(bI/IKa» 1 KakoBa 00JIacTh €€ HpI/IMeHeHI/IH?

Hcrounuku u nmureparypa

CMDragons 2014 team description. URL.:
http://robocupssl.cpe.ku.ac.th/ media/robocup2014:tdp:cmdragons-2014.pdf

A comparison of five recursive partitioning methods to find person subgroups involved in
meaningful treatment-subgroup interaction. URL.:
http://link.springer.com/article/10.1007/s11634-013-0159-x

Determinants of internet advertising effectiveness: an empirical study. URL.:

https://www.researchgate.net/publication/254265848 Determinants of Internet advertising eff

ectiveness An empirical study

3anstue 11-18. KomnbrotepHas 6e3omacHocTs (15 4.)

B pesynbprare BBIOIHEHUS 3aJaHUS CTYI€HTHI JOJKHBI:
- HAYYUTHCS IPUMEHATH HA ITPAKTUKE COOTBETCTBYIOIINE KOHTEKCTY IEPEBOUECKHAE CTPATETHH
JUISL JOCTUKEHUS ONITUMAJIBHOT'O PE3yJIbTaTa;
- HAYYUTbCS PAaBUIBHO UICHTU(UIIUPOBATH U MIEPEBOAUTH TEPMHUHBI;

- HAY4YUTBCAI y4aCTBOBAThH B 66062{6 IO TEMEC 3aHATHA.


http://robocupssl.cpe.ku.ac.th/_media/robocup2014:tdp:cmdragons-2014.pdf
http://link.springer.com/article/10.1007/s11634-013-0159-x
https://www.researchgate.net/publication/254265848_Determinants_of_Internet_advertising_effectiveness_An_empirical_study
https://www.researchgate.net/publication/254265848_Determinants_of_Internet_advertising_effectiveness_An_empirical_study
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3agaHus:

1. I/I3qu/ITe l'IpCI[J'IO)KCHHBIfI TEKCT U BBIACIUTEC B HEM YCPThI HAYYHOI'O CTHUJIA, 4 TAKXKE
TEPMHHBI, COOTBETCTBYIOIINEC TEMCE.

2. BeinmonHuTe NEPEBOJI TEKCTA.

VYka3aHusl 110 BBIITOJIHEHUIO 3a/IaHUS:

1.IIpoananu3upyiTe CHHTAKCHYECKYIO CTPYKTYPY MPEATIOKEHHOTO TEKCTa.
2.Ilpoananu3upyiTe rpaMMaTHYECKYIO CTPYKTYPY IPEII0KEHHOTO TEKCTA.

3.BeigenuTe B MpeyI0KEHHOM TEKCTE repyHANAIbHbIC, MHOUHUTHBHBIC, TIPEIOKHBIC W
MPUYACTHBIE O0OPOTHI.

4.IlpuBenuTe NpUMEPHI KOITUYECTBEHHON 1 00pa3HOM KCIPECCUBHOCTH U3 MPEATI0KEHHOTO
TEKCTa.

5.IlpuBenute npuMepbl KHIKHBIX CJIIOB U TEPMUHOJIOTHH B MPEIOKEHHOM TEKCTE.
6.BrienuTe CBSA3M MEXIY MPEITOKCHUSIMU, MEXIY ad3aliaMu B IPEIJIOKEHHOM TEKCTE.

7. llpoananu3upyiTe aBTOPCKYIO peyb B MPEAT0KEHHOM TEKCTE.

KoHTpoJIbHBIE BOITPOCHL:
Kakue nepeBomyeckue CTpaTeruyi COOTBETCTBYIOIINE KOHTEKCTY BbI 3HAETE?
Kakue TepMHHBI MOXKHO OTHECTH K TeMe «KommbroTepHas 6e30macHOCTb»?

Uro Takoe «KOMIbIOTEPHAs O€30IaCHOCThY U KaKOBa 00J1aCTh €€ TPUMEHEHHUS?

VcTouHuKH U TuTepaTypa

Can homomorphic encryption be practical? URL.: https://eprint.iacr.org/2011/405.pdf

Reconciling two views of cryptography. URL.:

http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf

Modular security proofs for key agreement protocols. URL.:
http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf



https://eprint.iacr.org/2011/405.pdf
http://web.cs.ucdavis.edu/~rogaway/papers/equiv.pdf
http://www.isg.rhul.ac.uk/~kp/ModularProofs.pdf
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[Ipunoxenue 1

e AHHOTALUSA

HucnunnuHa «AHMIMACKUN TPOodeCCHOHANBHBIM SI3BIK M TEXHUYECKUH IEePEBOI
peanu3yercss Ha OTICJICHHUH HHTEIUICKTYaIbHBIX CHCTEM B TyMaHUTapHOW cdepe kadenpoit
€BpONEHCKUX A3bIKOB MIHCTUTYTA TuHrBUCcTUKY PITY.

Llenpro Kypca SBISIETCS HAy4YUTh CTYJEHTOB aJE€KBAaTHO I10Jb30BATHCSI MHOCTPAHHBIM
S3BIKOM KaK CpPEACTBOM KOMMYHHUKAllMM B MpOo(ecCHOHANBHON cpele, a Takke [aTh UM
HEOOXOIMMBIE HABBIKH JUISI TOTO, 4YTOOBI 0€3 3aTpyAHEHWH, NPaBWJIBHO M OCMBICICHHO
OCYLIECTBJISATh MUCHbMEHHBIH NEPEBOJ TEKCTA, CBA3AHHOIO C €r0 CIEUUAIbHOCTBIO, C IEPBOTO
MHOCTPAHHOTO SI3bIKA HA PYCCKUH S3bIK.

3ana4yy JUCLUIUINHBIL:

CryzeHT B pe3yJibTaTe OCBOEHMSI Kypca JIOJIKEH:

- TOJY4YUTh MPAKTUYECKHE HABBIKM OOLIEHUS HAa HMHOCTPAHHOM  SI3BIKE IO
npodeccuoHaTbHBIM BOIIPOCAM;

- HAY4YMTBhCS M3JIaraTh CBOM MBICIM B YCTHOW M NMHCbMEHHOH (QopMme M MOJAEepPKUBATh
JKUBOM JTMaor Ha MHOCTPAHHOM $I3bIKE B c(epe npodeccuoHaIbHON KOMMYHUKAIINH;

- HU3YyYUTh U COIIOCTaBUTHh OCHOBHBIE CTUJIEBBIE OCOOEHHOCTH TEKCTOB HAYYHOI'O
(YHKIMOHAJIBHOTO CTUJIS HA IEPBOM MHOCTPAHHOM SI3bIKE U Ha PYCCKOM SI3BIKE;

- HAyuyuTbCid MPOBOJIUTH IPEANEPEBOAUECKUI aHalmM3 TEKCTa, Ha KOTOpPOM OyayT
Oa3upoBarbcs HU30MpaeMble MEPEBOJUECKHE PEUICHHs C YYETOM HHIUBUAYalTbHO-aBTOPCKOIO
CTHJIS OpUTHHAJIa U TPeOOBAHUN PYCCKON CTUIIUCTHKHY;

- OBJaJeTh NPAKTUUYECKMMHU IpUEMAMM IE€pPEBOJA, B T.4. [EPEBOAUYECKUMU
TpaHchopMalUAMHU, U HAYYUTHCS IPUMEHSTh UX C YIETOM KOHTEKCTa;

- HAyYUThCS MOJIb30BATHCSI KOMITBIOTEPHBIMU ITpOrpaMMaMu, pa3paboTaHHBIMU B IIOMOIIb
NEPEBOUUKY (2JIEKTPOHHBIE CII0OBAPH, CUCTEMBI aBTOMAaTU3UPOBAHHOTO N1EPEBO/IA), U MPUHUMATh
peleHre 0 TOM, KOTia X UCIOJIb30BaHNE 0OOCHOBAHO;

- Hay4NThCsl IPOBOAMTH MTOCTIIEPEBOIUECKOE PENAKTUPOBAHUE TEKCTA;

- HayuyuThCs OOOCHOBBIBaTh H30paHHBIE NEPEBOAUECKHE PEIIEHUS M PacKpbiBaTh
MEXaHHU3M MX BOZHUKHOBEHHUSI.

[Iporiecc ocBoeHMsI IUCHMIUIMHBI HampaBlieH Ha (QOopMUpOBaHHE CIEIYIOIIUX

KOMIIETEHIINN:
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- YK-4. CnocoOeH mpuUMEHSTh COBPEMEHHBbIE KOMMYHUKATUBHBIE TEXHOJOTHH, B TOM
quclie Ha WHOCTPAaHHOM(BIX) s3bIKe(ax), Ui aKageMHYecKoro u MpodeccHoHATbHOTO
B3aHMOJICICTBUS

- YK-5. CnocoGeH aHanu3upoBaTh M yUUTHIBaTh pa3HOOOpaszue KyJbTyp B Ipoliecce
MEXKYJIBTYPHOTO B3aMMOICHCTBHS

- [IK-2 (HN). CnocobGeH mpeacTaBisTh pe3ysbTaThl UCCIEA0BaHMS B (hOpMax OTUETOB,
pedepaToB, mMyOIMKALMA U ITyOJIMYHBIX 00CYKIESHUN

- [IK-6 (DA). CnocobeH ¢opMyaupoBaTh TEXHUYECKHE 3a/JaHMs, pa3padaThiBaTh M
UCTIOJIB30BaTh CPEJICTBA ABTOMATU3ALUHU TPH MPOSKTUPOBAHUM HH(POPMALMOHHBIX CHCTEM W
CHCTEM, OCHOBAaHHBIX Ha 3HAHHUAX

B pe3ynbrate u3yueHus: AUCUUIUIMHBI BBITYCKHUK TOJIKEH

1. 3uame:

OCHOBHBIE MpaBUjia IOCTPOCHUS MPOPECCUOHANBHOTO JUCKYypCa Ha HHOCTPAHHOM S3BIKE;
OCHOBHBIE OTJIMYHS MPOPECCHOHATPHOW KOMMYHHKAIlMM HA AHIJIMHCKOM  SI3BIKE  OT
npodeCcCHOHATPHON KOMMYHHMKAIIMM Ha PYCCKOM $3BIKE; OCHOBHBIE TPHEMBI M CTaJuu
MEePEeBOYECKON PadOTHI.

2. Ymems:

MOPOX/IAaTh TEKCT 10 BONPOCAM, BXOMISANIMM B €ro MNPOQPECCHOHATBHYIO KOMIIETEHIIUIO,
COOTBETCTBYIOIIUI PEUEBBIM, S3BIKOBBIM, )KaHPOBBIM M CTHJICBBIM HOpPMaM aHTJIMHCKOTO SI3BIKA;
OCYILECTBIIATH Mpe/IBAPUTEIbHbIN aHalN3, MMCbMEHHBIH NEepeBOJl U PeAaKTUPOBAHUE TEKCTa C
y4eToM ero (hyHKIMOHAIbHO-CTHIIMCTUYECKONW IMPHHAJUICKHOCTH, CTHIIEBOTO CBOEOOpazus U
TpeOOBaHUI PpPYCCKOTO s3bIKa; OOOCHOBBIBATH CBOE IEPEBOJYECKOE pEUICHHE; yMEJo
MOJIb30BATHCS KOMITBIOTEPHBIMH TPOTpaMMaMH, HANpaBICHHBIMA Ha IOMOINb MEPEBOTINKY
(37IEKTPOHHBIE CIIOBapH, CUCTEMbI aBTOMATU3UPOBAHHOTO IEPEBOJIA).

3. Braoems:

CIIOCOOHOCTBIO OTOMpAaTh W MCHOJIb30BaTh B HAYYHOM JEATEIbHOCTH HEOOXOIMMYIO
UHPOPMALIAIO 10 TpoOJIeMaM, CBS3aHHBIM C TIPEAMETOM Kypca, C HCIOIB30BaHUEM Kak
TPaJUIMOHHBIX, TaK MW COBPEMEHHBIX OOpa30BaTEeNbHBIX TEXHOJOTHH; CIOCOOHOCTBHIO
CaMOCTOSITENIbHO H3y4aTh M OPUEHTHPOBATHCS B MACCHUBE HAyYHO-TIOMYJIAPHOW M Hay4dHO-
UCCIIEIOBATEIILCKON, XYI0KECTBEHHON JHUTEPAaTyphl M ITyOIUIIMCTUKUA C yYETOM MOJYYSHHBIX
3HaHWI{; BCEMU HEOOXOMMBIMH ITPHEMaMH TEKCTOJIOTHYECKOTO aHAITN3a U ITEPEBO/IA.

IIporpammoit peayCMOTPEHBI CIEAYIOLINE BUAbl KOHTPOJIA: IPOMEXYTOYHBIM KOHTPOJIb
B (hopMe 3aueTa ¢ oreHKoi (2,3 cemectp), IK3ameHa (4 cemecTp).

OO0m1as TpyJ0€MKOCTh OCBOCHHSI TUCIIMIUIMHBI COCTABIISIET 9 3.€.
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Ipunoowcenue 2

e JIMCT UBMEHEHUI




